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1
AUTHENTICATION SERVER AND
AUTHENTICATION METHOD BY

AUTHENTICATION SERVER

BACKGROUND

1. Field of the Disclosure

The present disclosure relates to an authentication server
and an authentication method by an authentication server that
prevent an access from a computer and approve an access
from a cellular phone when a content is accessed with being
limited to cellular phone users.

2. Discussion of the Background Art

When a content is accessed with being limited to cellular
phone users, it is necessary to prevent an access from a com-
puter and to approve an access from a cellular phone. Accord-
ing to a conventional technology, it is determined whether an
access source is a cellular phone or a computer by referring to
the IP address of the access source.

Patent Document 1: Japanese Patent Application Laid-
Open (JP-A) No. 2005-295297

Patent Document 2: JP-A No. 2007-89065

However, the IP address may be disguised by a computer or
may be changed by a cellular phone service provider. Accord-
ingly, it cannot be determined securely and accurately either
an access source is a cellular phone or a computer.

In Patent Documents 1 and 2, by measuring a transmission
delay time between the two communication terminals, by
measuring a transmission delay time between the two com-
munication terminals, one communication terminal of the
two communication terminals authenticates the other com-
munication terminal. However, it is not determined whether
the other communication terminal is a cellular phone or a
computer.

Thus, in order to solve the problem, a first object of a first
disclosure is to provide an authentication server and an
authentication method by an authentication server capable of
securely and accurately determining whether an access
source is a cellular phone or a computer when a content is
accessed with being limited to cellular phone users.

Recently, cellular phones called smartphones having func-
tions similar to those of' a computer are widely used, and the
smartphones use the Internet that is generally used. However,
since an ID generated in the generally-used Internet is not a
unique ID having a high security level, by referring to the ID
that is generated in the generally-used Internet, it cannot be
securely and accurately determined whether a cellular phone
user is a regular user.

In Patent Documents 1 and 2, by measuring a transmission
delay time between the two communication terminals, by
measuring a distance between two communication terminals,
one communication terminal of the two communication ter-
minals authenticates the other communication terminal.
However, regardless of the distance between the two commu-
nication terminals, it is not determined whether or not the user
of the other communication terminal is a regular user.

Thus, in order to solve the problem, a second object of a
second disclosure is to provide an authentication server and
an authentication method by an authentication server capable
of securely and accurately determining whether or not a cel-
Iular phone user is a regular user when a content is accessed
with being limited to cellular phone users.

SUMMARY

In order to achieve the above-described first object, it is
determined whether a communication terminal is a wireless
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2

communication terminal such as a cellular phone or a wired
communication terminal such as a computer based on
whether or not a distribution property of a transmission delay
time between an authentication server and a communication
terminal is discrete.

Specifically, the first disclosure is an authentication server
including: a data communication unit that performs data com-
munication with a communication terminal performing
authentication for an access to contents; a transmission delay
time measuring unit that measures a transmission delay time
between the data communication unit and the communication
terminal over a plurality of times; a transmission delay time
distribution property determining unit that determines
whether or not a distribution property of the transmission
delay time measured over the plurality of times is discrete;
and a content access authentication unit that approves the
access to the contents when the distribution property of the
transmission delay time is determined as being discrete and
denies the access to the contents when the distribution prop-
erty of the transmission delay time is determined as not being
discrete.

According to this configuration, it can be determined
securely and accurately whether an access source is a cellular
phone or a computer when a content is accessed with being
limited to cellular phone users. In addition, since the above-
described determination is performed not by the access
source but by the authentication server, there is no possibility
that the above-described distribution property may be dis-
guised by a computer.

The first disclosure is the authentication server, wherein the
data communication unit transmits an HTML file including a
plurality of data elements to the communication terminal and
receives request signals requesting the data elements from the
communication terminal, and the transmission delay time
measuring unit measures a total of a transmission delay time
from the data communication unit to the communication ter-
minal and a transmission delay time from the communication
terminal to the data communication unit by measuring inter-
vals at which the request signals requesting the data elements
are received from the communication terminal.

According to such a configuration, the access source may
include a web browser and not include software for measur-
ing a transmission delay time.

The data communication unit may sequentially repeat
reception of one of the request signals and transmission of one
of the data elements, and the transmission delay time mea-
suring unit may measure the total of the transmission delay
times by measuring intervals at which the request signals are
received.

According to such a configuration, even in the case of a
communication terminal performing pipeline processing, by
measuring intervals at which the request signals requesting
data elements are received from the communication terminal,
a total of a transmission delay time from the data communi-
cation unit to the communication terminal and a transmission
delay time from the communication terminal to the data com-
munication unit can be measured.

The first disclosure is the authentication server, wherein the
data communication unit receives a close signal of a connec-
tion from the communication terminal that has received the
data elements, and the transmission delay time measuring
unit measures a total of a transmission delay time from the
data communication unit to the communication terminal and
a transmission delay time from the communication terminal
to the data communication unit by measuring a time interval
until reception of the close signal after reception of the
request signals.
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According to such a configuration, the transmission delay
time can be measured without using dedicated software. In
addition, since the connection with the communication ter-
minal is used, transmission delay times for a plurality of
communication terminals can be measured in a parallel man-
ner.

The first disclosure is the authentication server, wherein the
data communication unit performs telephone communication
for the communication terminal, and the content access
authentication unit approves the access to the contents when
the distribution property of the transmission delay time is
determined as being discrete, and an incoming call reply is
made from the communication terminal for the telephone
communication and denies the access to the contents when
the distribution property of the transmission delay time is
determined as being discrete, and an incoming call reply is
not made from the communication terminal for the telephone
communication.

According to such a configuration, in a case where an
actual access source is a data module of a computer, the
access source can be reliably prevented from being deter-
mined as a cellular phone.

The first disclosure is an authentication method by an
authentication server, the authentication method sequentially
including: a content access authentication receiving step for
receiving authentication for an access to contents that is per-
formed by a communication terminal; a transmission delay
time measuring step for measuring a transmission delay time
delayed with respect to the communication terminal over a
plurality of times; a transmission delay time distribution
property determining step for determining whether or not a
distribution property ofthe transmission delay time measured
over the plurality of times is discrete; and a content access
authentication step for approving the access to the contents
when the distribution property of the transmission delay time
is determined as being discrete and denying the access to the
contents when the distribution property of the transmission
delay time is determined as not being discrete.

According to this configuration, it can be determined
securely and accurately whether an access source is a cellular
phone or a computer when a content is accessed with being
limited to cellular phone users. Since the above-described
determination is performed not by the access source but by
the authentication server, there is no concern that the above-
described distribution property may be disguised by a com-
puter.

The first disclosure is the authentication method by an
authentication server, wherein, in the transmission delay time
measuring step, an HTML file including a plurality of data
elements is transmitted to the communication terminal,
request signals requesting the data elements are received from
the communication terminal, and a total of a transmission
delay time from the authentication server to the communica-
tion terminal and a transmission delay time from the commu-
nication terminal to the authentication server is measured by
measuring intervals at which the request signals requesting
the data elements are received from the communication ter-
minal.

According to such a configuration, the access source may
include a web browser and not include software for measur-
ing a transmission delay time.

In the transmission delay time measuring step, reception of
one of the request signals and transmission of one of the data
elements may be sequentially repeated, and the total of the
transmission delay times may be measured by measuring
intervals at which the request signals are received.
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According to the disclosure, even in the case of' a commu-
nication terminal performing pipeline processing, by measur-
ing intervals at which the request signals requesting data
elements are received from the communication terminal, a
total of a transmission delay time from the data communica-
tion unit to the communication terminal and a transmission
delay time from the communication terminal to the data com-
munication unit can be measured.

The first disclosure is the authentication method by an
authentication server, wherein, in the transmission delay time
measuring step, a close signal of a connection is received
from the communication terminal that has received the data
elements, and a total of a transmission delay time from the
data communication unit to the communication terminal and
a transmission delay time from the communication terminal
to the data communication unit is measured by measuring a
time interval until reception of the close signal after reception
of the request signals.

According to such a configuration, the transmission delay
time can be measured without using dedicated software. In
addition, since the connection with the communication ter-
minal is used, transmission delay times for a plurality of
communication terminals can be measured in a parallel man-
ner.

The first disclosure is the authentication method by an
authentication server, wherein, in the content access authen-
tication step, telephone communication is performed for the
communication terminal, the access to the contents is
approved when the distribution property of the transmission
delay time is determined as being discrete and an incoming
call reply is made from the communication terminal for the
telephone communication, and the access to the contents is
denied when the distribution property of the transmission
delay time is determined as being discrete and an incoming
call reply is not made from the communication terminal for
the telephone communication.

According to such a configuration, in a case where an
actual access source is a data module of a computer, the
access source can be reliably prevented from being deter-
mined as a cellular phone.

In the authentication server according to the first disclo-
sure, the data communication unit may perform telephone
communication for the communication terminal, and the con-
tent access authentication unit may approve the access to the
contents when the distribution property of the transmission
delay time is determined as being discrete, and the distribu-
tion property of the transmission delay time changes for the
telephone communication and deny the access to the contents
when the distribution property of the transmission delay time
is determined as being discrete, and the distribution property
of the transmission delay time does not change for the tele-
phone communication.

Since the content access authentication unit determines
whether or not the distribution property of the transmission
delay time has changed for telephone communication, the
authentication server according to the first disclosure can
check that the communication terminal is a wireless commu-
nication terminal having a phone call function. Then, since
the authentication for providing contents is performed in a
state in which the content access authentication unit checks
that the communication terminal is a wireless communication
terminal having a phone call function, it can be determined
more securely and accurately whether the access source is a
mobile communication terminal or a computer.

In the authentication method by an authentication server
according to the first disclosure, in the content access authen-
tication step, telephone communication may be performed
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for the communication terminal, the access to the contents
may be approved when the distribution property of the trans-
mission delay time is determined as being discrete and the
distribution property of the transmission delay time changes
for the telephone communication, and the access to the con-
tents may be denied when the distribution property of the
transmission delay time is determined as being discrete and
the distribution property of the transmission delay time does
not change for the telephone communication.

In the content access authentication step, since it is deter-
mined whether or not the distribution property of the trans-
mission delay time has changed for the telephone communi-
cation, according to the authentication method by an
authentication server according to the first disclosure, it can
be checked that the communication terminal is a wireless
communication terminal having a phone call function. In
addition, in the content access authentication step, since the
authentication for providing contents is performed in a state
in which it is checked that the communication terminal is a
wireless communication terminal having a phone call func-
tion, it can be determined more securely and accurately
whether the access source is a mobile communication termi-
nal or a computer.

Specifically, the authentication server according to the first
disclosure includes: a data communication unit that performs
data communication with a communication terminal per-
forming authentication for an access to contents; a transmis-
sion delay time measuring unit that measures a transmission
delay time between the data communication unit and the
communication terminal over a plurality of times; an extrac-
tion unit that accumulates the transmission delay times mea-
sured by the transmission delay time measuring unit, detects
apeak value of the transmission delay times, and extracts the
transmission delay time in a predetermined range including
the peak values; a distribution property calculating unit that
calculates a distribution property of the transmission delay
time extracted by the extraction unit; a distribution property
determining unit that determines whether or not the distribu-
tion property of the transmission delay time calculated by the
distribution property calculating unit is discrete; and a con-
tent access authentication unit that approves the access to the
contents when the distribution property is determined as
being discrete by the distribution property determining unit
and denies the access to the contents when the distribution
property is determined as not being discrete by the distribu-
tion property determining unit.

The authentication server according to the first disclosure
includes the data communication unit, the transmission delay
time measuring unit, the extraction unit, the distribution prop-
erty calculating unit, and the distribution property determin-
ing unit, and accordingly, it can be determined whether the
communication terminal is a wireless communication termi-
nal or a wired communication terminal. Since the authenti-
cation server according to the first disclosure includes the
content access authentication unit, the supply of contents to a
communication terminal can be enabled in a case where the
communication terminal is a wireless communication termi-
nal, and the supply of contents to a communication terminal
can be prevented in a case where the communication terminal
is a wired communication terminal. As a result, the authenti-
cation server according to the first disclosure can determine
whether the access source is a mobile communication termi-
nal or a computer. Here, according to the authentication
server of the first disclosure, the authentication is performed
by the authentication server, and accordingly, the determina-
tion can be made securely and accurately. Therefore, accord-
ing to the first disclosure, it can be determined securely and
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accurately whether the access source is a mobile communi-
cation terminal or a computer when a content is accessed with
being limited to mobile communication terminal users.

In the authentication server according to the first disclo-
sure, the data communication unit may transmit an HTML file
including a plurality of data elements to the communication
terminal and receive request signals requesting the data ele-
ments from the communication terminal, and the transmis-
sion delay time measuring unit may measure a transmission
delay time from the data communication unit to the commu-
nication terminal by measuring intervals at which the request
signals requesting the data elements are received from the
communication terminal.

According to the first disclosure, by only allowing the
communication terminal to access a web browser, the authen-
tication can be performed, and accordingly, special software
used for measuring the transmission delay time does not need
to be installed to the communication terminal. Accordingly,
the authentication can be performed in an easy manner.

Here, the data communication unit may sequentially repeat
reception of one of the request signals and transmission of one
of the data elements, and the transmission delay time mea-
suring unit may measure the total of the transmission delay
times by measuring intervals at which the request signals are
received.

According to the disclosure, even in the case of' a commu-
nication terminal performing pipeline processing, by measur-
ing intervals at which the request signals requesting data
elements are received from the communication terminal, a
total of a transmission delay time from the data communica-
tion unit to the communication terminal and a transmission
delay time from the communication terminal to the data com-
munication unit can be measured.

The first disclosure is the authentication server, wherein the
data communication unit receives a close signal of a connec-
tion from the communication terminal that has received the
data elements, and the transmission delay time measuring
unit measures a total of a transmission delay time from the
data communication unit to the communication terminal and
a transmission delay time from the communication terminal
to the data communication unit by measuring a time interval
until reception of the close signal after reception of the
request signals.

According to such a configuration, the transmission delay
time can be measured without using dedicated software. In
addition, since the connection with the communication ter-
minal is used, transmission delay times for a plurality of
communication terminals can be measured in a parallel man-
ner.

The authentication server according to the first disclosure
further includes a phone call determining unit that determines
whether or not the data communication unit has received an
incoming call reply from the communication terminal,
wherein the data communication unit may perform telephone
communication for the communication terminal, and the con-
tent access authentication unit may approve the access to the
contents in a case where the distribution property is deter-
mined as being discrete by the distribution property determin-
ing unit and the incoming call reply is determined to have
been received by the phone call determining unit and deny the
access to the contents in a case where the distribution property
is determined as not being discrete by the distribution prop-
erty determining unit or the incoming call reply is determined
not to have been received by the phone call determining unit.

Since the authentication server according to the first dis-
closure includes the phone call determining unit, it can be
determined that a communication terminal has a phone call
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function. Then, since the authentication for providing con-
tents is performed in a state in which the content access
authentication unit checks that the communication terminal
has a phone call function, it can be determined more securely
and accurately whether the access source is a mobile commu-
nication terminal or a computer.

The authentication server according to the first disclosure
further includes a phone call change determining unit that
determines whether or not the distribution property of the
transmission delay time calculated by the distribution prop-
erty calculating unit has changed when telephone communi-
cation performed by the data communication unit is detected,
wherein the data communication unit may perform the tele-
phone communication for the communication terminal, the
content access authentication unit may approve the access to
the contents in a case where the distribution property is deter-
mined as being discrete by the distribution property determin-
ing unit and the distribution property of the transmission
delay time is determined to have changed by the phone call
change determining unit and deny the access to the contents in
a case where the distribution property is determined as not
being discrete by the distribution property determining unit or
the distribution property of the transmission delay time is
determined not to have changed by the phone call change
determining unit.

Since the authentication server according to the first dis-
closure includes the phone call change determining unit, it
can be determined that a communication terminal is a wire-
less communication terminal having a phone call function.
Then, since the authentication for providing contents is per-
formed in a state in which the content access authentication
unit checks that the communication terminal is a wireless
communication terminal having a phone call function, it can
be determined more securely and accurately whether the
access source is a mobile communication terminal or a com-
puter.

Specifically, the authentication method by an authentica-
tion server according to the first disclosure sequentially
includes: a distribution property determining step for per-
forming data communication with a communication terminal
performing authentication for an access to contents by using
a data communication unit, measuring a transmission delay
time delayed with respect to the communication terminal over
a plurality of times by using a transmission delay time mea-
suring unit, accumulating the transmission delay times,
detecting a peak value of the transmission delay times, and
extracting the transmission delay time in a predetermined
range including the peak values by using an extraction unit,
calculating a distribution property of the extracted transmis-
sion delay time by using a distribution property calculating
unit, and determining whether or not the calculated distribu-
tion property is discrete by using a distribution property deter-
mining unit; and a content access authentication step for
approving the access to the contents when the distribution
property is determined as being discrete in the distribution
property determining step and denying the access to the con-
tents when the distribution property is determined as not
being discrete in the distribution property determining step.

Since the authentication method by an authentication
server according to the first disclosure includes the distribu-
tion property determining step, it can be determined whether
the communication terminal is a wireless communication
terminal or a wired communication terminal. Since the
authentication method by an authentication server according
to the first disclosure includes the content access authentica-
tion step, the supply of contents to a communication terminal
can be enabled in a case where the communication terminal is
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a wireless communication terminal, and the supply of con-
tents to a communication terminal can be prevented in a case
where the communication terminal is a wired communication
terminal. As a result, the authentication server according to
the first disclosure can determine whether the access source is
a mobile communication terminal or a computer. Here,
according to the authentication method by an authentication
server according to the first disclosure, the authentication is
performed by the authentication server, and accordingly, the
determination can be made securely and accurately. There-
fore, according to the first disclosure, it can be determined
securely and accurately whether the access source is a mobile
communication terminal or a computer when a content is
accessed with being limited to mobile communication termi-
nal users.

In the authentication method by an authentication server
according to the first disclosure, in the distribution property
determining step, an HTML file including a plurality of data
elements may be transmitted to the communication terminal,
request signals requesting the data elements may be received
from the communication terminal, and a transmission delay
time from the authentication server to the communication
terminal may be measured by measuring intervals at which
the request signals requesting the data elements are received
from the communication terminal by the transmission delay
time measuring unit.

According to the first disclosure, by only allowing the
communication terminal to access a web browser, the authen-
tication can be performed, and accordingly, special software
used for measuring the transmission delay time does not need
to be installed to the communication terminal. Accordingly,
the authentication can be performed in an easy manner.

In the distribution property determining step, reception of
one of the request signals and transmission of one of the data
elements may be sequentially repeated, and a total of the
transmission delay times may be measured by measuring
intervals at which the request signals are received.

According to the disclosure, even in the case of' a commu-
nication terminal performing pipeline processing, by measur-
ing intervals at which the request signals requesting data
elements are received from the communication terminal, a
total of a transmission delay time from the data communica-
tion unit to the communication terminal and a transmission
delay time from the communication terminal to the data com-
munication unit can be measured.

The first disclosure is the authentication method by an
authentication server, wherein, in the distribution property
determining step, a close signal of a connection is received
from the communication terminal that has received the data
elements, and a total of a transmission delay time from the
data communication unit to the communication terminal and
a transmission delay time from the communication terminal
to the data communication unit is measured by measuring a
time interval until reception of the close signal after reception
of the request signals.

According to such a configuration, the transmission delay
time can be measured without using dedicated software. In
addition, since the connection with the communication ter-
minal is used, transmission delay times for a plurality of
communication terminals can be measured in a parallel man-
ner.

The authentication method by an authentication server
according to the first disclosure further includes a phone call
determining step for performing telephone communication
for the communication terminal using the data communica-
tion unit and determining using a phone call determining unit
whether or not the data communication unit receives an
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incoming call reply from the communication terminal before
the distribution property determining step, simultaneously
with the distribution property determining step, or between
the distribution property determining step and the content
access authentication step, wherein, in the content access
authentication step, the content access authentication unit
may approve the access to the contents in a case where the
distribution property is determined as being discrete in the
distribution property determining step and the incoming call
reply is determined to have been received in the phone call
determining step and deny the access to the contents in a case
where the distribution property is determined as not being
discrete in the distribution property determining step or the
incoming call reply is determined not to have been received in
the phone call determining step.

Since the authentication method by an authentication
server according to the first disclosure includes the phone call
determining step, it can be checked that the communication
terminal has a phone call function. In addition, in the content
access authentication step, since the authentication for pro-
viding contents is performed in a state in which it is checked
that the communication terminal has a phone call function, it
can be determined more securely and accurately whether the
access source is a mobile communication terminal or a com-
puter.

The authentication method by an authentication server
according to the first disclosure further includes a phone call
change determining step for performing telephone commu-
nication for the communication terminal using the data com-
munication unit and determining using a phone call change
determining unit whether or not the distribution property of
the transmission delay time calculated by the distribution
property calculating unit has changed after the telephone
communication performed by the data communication unit
before the distribution property determining step, simulta-
neously with the distribution property determining step or
between the distribution property determining step and the
content access authentication step. wherein, in the content
access authentication step, the content access authentication
unit may approve the access to the contents in a case where the
distribution property is determined as being discrete in the
distribution property determining step and the distribution
property of the transmission delay time is determined to have
changed in the phone call change determining step and deny
the access to the contents in a case where the distribution
property is determined as not being discrete in the distribution
property determining step or the distribution property of the
transmission delay time is determined not to have changed in
the phone call change determining step.

Since the authentication method by an authentication
server according to the first disclosure includes the phone call
change determining step, it can be checked that the commu-
nication terminal is a wireless communication terminal hav-
ing a phone call function. In addition, in the content access
authentication step, since the authentication for providing
contents is performed in a state in which it is checked that the
communication terminal is a wireless communication termi-
nal having a phone call function, it can be determined more
securely and accurately whether the access source is a mobile
communication terminal or a computer.

In order to achieve the above-described second object, it is
determined whether or not a user using the communication
terminal is a regular user based on whether the transmission
delay time between the authentication server and the commu-
nication terminal changes before and after performing tele-
phone communication from the authentication server to the
communication terminal.
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Specifically, the second disclosure is an authentication
server including: a data communication unit that performs
data communication with a communication terminal per-
forming authentication for an access to contents; a correspon-
dence table that associates an identifier or a password of the
communication terminal with a telephone number of the
communication terminal; a telephone communication unit
that performs telephone communication using the telephone
number associated with the identifier or the password in the
correspondence table when the data communication unit per-
forms authentication for an access to contents using the iden-
tifier or the password from the communication terminal; a
transmission delay time measuring unit that measures a trans-
mission delay time between the data communication unit and
the communication terminal over a plurality of times; a trans-
mission delay time change determining unit that determines
whether or not the transmission delay time measured by the
transmission delay time measuring unit at a time when the
telephone communication unit performs telephone commu-
nication has changed from the transmission delay time at a
time when the telephone communication unit does not per-
form the telephone communication; and a content access
authentication unit that approves the access to the contents
when the transmission delay time is determined to have
changed by the transmission delay time change determining
unit and denies the access to the contents when the transmis-
sion delay time is determined not to have changed by the
transmission delay time change determining unit.

According to this configuration, it can be confirmed
whether or not the communication terminal performing the
authentication and the communication terminal receiving the
telephone communication are the same communication ter-
minal. Accordingly, when a content is accessed with being
limited to cellular phone users, it can be determined securely
and accurately whether a user using the cellular phone is a
regular user.

The second disclosure is the authentication server, wherein
the data communication unit transmits an HTML file includ-
ing a plurality of data elements to the communication termi-
nal and receives request signals requesting the data elements
from the communication terminal, and the transmission delay
time measuring unit measures a total of a transmission delay
time from the data communication unit to the communication
terminal and a transmission delay time from the communica-
tion terminal to the data communication unit by measuring
intervals at which the request signals requesting the data
elements are received from the communication terminal.

According to such a configuration, the cellular phone may
include a web browser and not include software for measur-
ing a transmission delay time.

The data communication unit may sequentially repeat
reception of one of the request signals and transmission of one
of the data elements, and the transmission delay time mea-
suring unit may measure the total of the transmission delay
times by measuring intervals at which the request signals are
received.

According to the disclosure, even in the case of' a commu-
nication terminal performing pipeline processing, by measur-
ing intervals at which the request signals requesting data
elements are received from the communication terminal, a
total of a transmission delay time from the data communica-
tion unit to the communication terminal and a transmission
delay time from the communication terminal to the data com-
munication unit can be measured.

The second disclosure is the authentication server, wherein
the data communication unit receives a close signal of a
connection from the communication terminal that has
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received the data elements, and the transmission delay time
measuring unit measures a total of a transmission delay time
from the data communication unit to the communication ter-
minal and a transmission delay time from the communication
terminal to the data communication unit by measuring a time
interval until reception of the close signal after reception of
the request signals.

According to such a configuration, the transmission delay
time can be measured without using dedicated software. In
addition, since the connection with the communication ter-
minal is used, transmission delay times for a plurality of
communication terminals can be measured in a parallel man-
ner.

The second disclosure is the authentication server, wherein
the transmission delay time change determining unit deter-
mines whether or not the transmission delay time measured
by the transmission delay time measuring unit has increased
at a time when the telephone communication unit performs
telephone communication from the transmission delay time
at a time when the telephone communication unit does not
perform the telephone communication, and the content
access authentication unit approves the access to the contents
when the transmission delay time change determining unit
determines that the transmission delay time has increased and
denies the access to the contents when the transmission delay
time change determining unit determines that the transmis-
sion delay time has not increased.

According to this configuration, the content of a change in
the transmission delay time can be variously set for each
cellular phone.

The second disclosure is the authentication server, wherein
the transmission delay time change determining unit deter-
mines whether or not the data communication unit has
received a packet used for measuring the transmission delay
time from the communication terminal when the telephone
communication unit performs telephone communication,
compared to when the telephone communication unit does
not perform the telephone communication, and the content
access authentication unit approves the access to the contents
when the transmission delay time change determining unit
determines that the packet used for measuring the transmis-
sion delay time has not been received and denies the access to
the contents when the transmission delay time change deter-
mining unit determines that the packet used for measuring the
transmission delay time has received.

According to this configuration, the content of a change in
the transmission delay time can be variously set for each
cellular phone.

The second disclosure is the authentication server, wherein
the content access authentication unit approves the access to
the contents when the transmission delay time change deter-
mining unit determines that the transmission delay time has
changed and an incoming call reply has been made for the
telephone communication from the communication terminal
and denies the access to the contents when the transmission
delay time change determining unit determines that the trans-
mission delay time has changed and an incoming call reply
has not been made from the communication terminal for the
telephone communication.

According to this configuration, it can be determined more
securely and accurately whether a user using the cellular
phone is a regular user.

The second disclosure is an authentication method by an
authentication server, the authentication method sequentially
including: a content access authentication receiving step for
receiving authentication for an access to contents that is per-
formed by a communication terminal; a telephone communi-
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cation performing step for performing telephone communi-
cation using a telephone number associated with an identifier
or a password used for the authentication for the access to
contents while a transmission delay time delayed with respect
to the communication terminal is measured a plurality of
times; a transmission delay time change determining step for
determining whether or not the measured transmission delay
time at a time when telephone communication is performed
has changed from the transmission delay time at a time when
the telephone communication is not performed; and a content
access authentication step for approving the access to the
contents when the transmission delay time is determined to
have changed and denying the access to the contents when the
transmission delay time is determined not to have changed.

According to this configuration, it can be checked whether
or not the communication terminal performing the authenti-
cation and the communication terminal receiving the tele-
phone communication are the same communication terminal.
Accordingly, when a content is accessed with being limited to
cellular phone users, it can be determined securely and accu-
rately whether a user using the cellular phone is a regular user.

The second disclosure is the authentication method by an
authentication server, wherein, in the telephone communica-
tion performing step, an HTML file including a plurality of
data elements is transmitted to the communication terminal,
request signals requesting the data elements are received from
the communication terminal, and a total of a transmission
delay time from the authentication server to the communica-
tion terminal and a transmission delay time from the commu-
nication terminal to the authentication server is measured by
measuring intervals at which the request signals requesting
the data elements are received from the communication ter-
minal.

According to such a configuration, the communication ter-
minal may include a web browser and not include software
for measuring a transmission delay time.

In the telephone communication performing step, recep-
tion of one of the request signals and transmission of one of
the data elements may be sequentially repeated, and a total of
the transmission delay times may be measured by measuring
intervals at which the request signals are received.

According to the disclosure, even in the case of' a commu-
nication terminal performing pipeline processing, by measur-
ing intervals at which the request signals requesting data
elements are received from the communication terminal, a
total of a transmission delay time from the data communica-
tion unit to the communication terminal and a transmission
delay time from the communication terminal to the data com-
munication unit can be measured.

The second disclosure is the authentication method by an
authentication server, wherein, in the telephone communica-
tion performing step, a close signal of'a connection is received
from the communication terminal that has received the data
elements, and a total of a transmission delay time from the
authentication server to the communication terminal and a
transmission delay time from the communication terminal to
the authentication server is measured by measuring a time
interval until reception of the close signal after reception of
the request signals.

According to such a configuration, the transmission delay
time can be measured without using dedicated software. In
addition, since the connection with the communication ter-
minal is used, transmission delay times for a plurality of
communication terminals can be measured in a parallel man-
ner.

The second disclosure is the authentication method by an
authentication server, wherein, in the transmission delay time
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change determining step, it is determined whether or not the
measured transmission delay time has increased at a time
when the telephone communication is performed from the
transmission delay time at a time when the telephone com-
munication is not performed, and in the content access
authentication step, the access to the contents is approved
when the transmission delay time is determined to have
increased and the access to the contents is denied when the
transmission delay time is determined not to have increased.

According to this configuration, the content of a change in
the transmission delay time can be variously set for each
cellular phone.

The second disclosure is the authentication method by an
authentication server, wherein, in the transmission delay time
change determining step, it is determined whether or not a
packet used for measuring the transmission delay time is
received from the communication terminal when telephone
communication is performed, compared to when the tele-
phone communication is not performed, and in the content
access authentication step, the access to the contents is
approved when the packet used for measuring the transmis-
sion delay time is determined not to have been received and
the access to the contents is denied when the packet used for
measuring the transmission delay time is determined to have
been received.

According to this configuration, the content of a change in
the transmission delay time can be variously set for each
cellular phone.

The second disclosure is the authentication method by an
authentication server, wherein, in the content access authen-
tication step, the access to the contents is approved when the
transmission delay time is determined to have changed in the
transmission delay time change determining step and an
incoming call reply has been made from the communication
terminal for the telephone communication and the access to
the contents is denied when the transmission delay time is
determined to have changed in the transmission delay time
change determining step and an incoming call reply has not
been made from the communication terminal for the tele-
phone communication.

According to this configuration, it can be determined more
securely and accurately whether a user using the cellular
phone is a regular user.

In addition, the above-described disclosure can be com-
bined as possibly as can be.

According to the first disclosure, there are provided an
authentication server and an authentication method by an
authentication server capable of securely and accurately
determining whether an access source is a mobile communi-
cation terminal or a computer when a content is accessed with
being limited to mobile communication terminal users.

According to the second disclosure, there are provided an
authentication server and an authentication method by an
authentication server capable of securely and accurately
determining whether a user using a cellular phone is a regular
user when a content is accessed with being limited to cellular
phone users.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a diagram that illustrates the configuration of an
authentication server.

FIG. 2 is a diagram that illustrates the process of the
authentication server.

FIG. 3 is a diagram that illustrates a method of measuring
a transmission delay time.
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FIG. 4 is adiagram that illustrates a distribution property of
a transmission delay time in a case where access authentica-
tion is performed from a wireless communication terminal.

FIG. 5 is adiagram that illustrates a distribution property of
a transmission delay time in a case where access authentica-
tion is performed from a wired communication terminal.

FIG. 6 is a diagram that illustrates a method of identitying
a communication terminal.

FIG. 7 is a diagram that illustrates the method of identify-
ing a communication terminal.

FIG. 8 is a diagram that illustrates the relation between an
identification threshold and identification accuracy.

FIG. 9 illustrates an example of a content providing system
according to Embodiment 3.

FIG. 10 is an example of changes in the transmission delay
time in a case where a communication terminal 200 is a
regular smartphone.

FIG. 11 illustrates an example of a method of calculating a
transmission delay time.

FIG. 12 illustrates an example of a content providing sys-
tem according to Embodiment 4.

FIG. 13 is a diagram that illustrates a method of measuring
atransmission delay time in a case where pipeline processing
is performed.

FIG. 14 is a diagram that illustrates another example of the
method of measuring a transmission delay time.

FIG. 15 is a diagram that illustrates the configuration of an
authentication server according to Embodiment 5.

FIG. 16 is a diagram that illustrates the process of the
authentication server according to Embodiment 5.

FIG. 17 is a diagram that illustrates a method of measuring
a transmission delay time.

FIG. 18 is a diagram that illustrates the content of a change
in a transmission delay time in a case where a regular cellular
phone performs access authentication.

FIG. 19 is a diagram that illustrates the content of a change
in a transmission delay time in a case where a non-regular
cellular phone performs access authentication.

FIG. 20 is a diagram that illustrates a method of measuring
atransmission delay time in a case where pipeline processing
is performed.

FIG. 21 is a diagram that illustrates another example of the
method of measuring a transmission delay time.

DETAILED DESCRIPTION OF THE PREFERRED
EMBODIMENT

Embodiments of a first disclosure will be described with
reference to the accompanying drawings. The embodiments
described below are examples of the present disclosure, and
the present disclosure is not limited thereto. In this specifica-
tion and the drawings, like reference numerals denote like
constituent elements.

(Embodiment 1)

The configuration of an authentication server is illustrated
in FIG. 1. When authentication of an access is received from
a communication terminal 2, the authentication server 1
approves the access in a case where the communication ter-
minal 2 is a cellular phone 2A connected through a wireless
network and denies the access in a case where the communi-
cation terminal 2 is a computer 2B connected through a wired
network. The authentication server 1 is configured by a con-
tent storing unit 11, a data communication unit 12, a trans-
mission delay time measuring unit 13, a transmission delay
time distribution property determining unit 14, and a content
access authentication unit 15.
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The content storing unit 11 stores contents. The data com-
munication unit 12 performs data communication with a
communication terminal 2 performing authentication for an
access to contents. The transmission delay time measuring
unit 13 measures a transmission delay time between the data
communication unit 12 and the communication terminal 2
over a plurality of times. The transmission delay time distri-
bution property determining unit 14 determines whether or
not the distribution property of a transmission delay time
measured over the plurality of times is discrete. The content
access authentication unit 15 recognizes the communication
terminal 2 as a wireless communication terminal and
approves the access to contents when the distribution prop-
erty of the transmission delay time has been determined as
being discrete, and recognizes the communication terminal 2
as a wired communication terminal and denies the access to
contents when the distribution property of the transmission
delay time is determined as being non-discrete.

The process of the authentication server is illustrated in
FIG. 2. In a content access authentication receiving step, the
data communication unit 12 receives authentication for an
access to contents performed by the communication terminal
2 (Step S1). In a transmission delay time measuring step, the
transmission delay time measuring unit 13 measures a trans-
mission delay time delayed with respect to the communica-
tion terminal 2 over a plurality of times (Step S2). The trans-
mission delay time measuring step will be described later in
detail with reference to FIG. 3. In a transmission delay time
distribution property determining step, the transmission
delay time distribution property determining unit 14 deter-
mines whether or not the distribution property of transmis-
sion delay times measured over a plurality of times is discrete
(Steps S3 and S4). The transmission delay time distribution
property determining step will be described later in detail
with reference to FIGS. 4 to 7.

The content access authentication step will be described.
When the distribution property of transmission delay times is
determined to be discrete (“Yes” in Step S4), the content
access authentication unit 15 recognizes the communication
terminal 2 as a wireless communication terminal (Step S5)
and approves the access to contents (Step S6). Then, the data
communication unit 12 notifies the cellular phone 2A of the
approval of the access to contents and supplies a content
stored in the content storing unit 11 to the cellular phone 2A.
However, the data communication unit 12 may supply only
the content stored in the content storing unit 11 to the cellular
phone 2A instead of the approval of the access to contents.
When the distribution property of transmission delay times is
determined to be non-discrete (“No” in Step S4), the content
access authentication unit 15 recognizes the communication
terminal 2 as a wired communication terminal (Step S7) and
denies the access to contents (Step S8). Then, the data com-
munication unit 12 notifies the computer 2B of the denial of
the access to contents.

When an access to contents of the authentication server 1 is
limited to a user of the cellular phone 2 A, it can be determined
securely and accurately whether the communication terminal
2 is the cellular phone 2A or the computer 2B. Since the
above-described determination is performed not by the com-
munication terminal 2 but by the authentication server 1, there
is no concern that the distribution property may be disguised
by the computer 2B.

Next, the transmission delay time measuring step will be
described in detail. A method of measuring a transmission
delay time is illustrated in FIG. 3. The communication termi-
nal 2 requests the top page of a web by transmitting a request
GET1 to the authentication server 1. The data communication
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unit 12 supplies an HTML file by transmitting a response
RESI1 to the communication terminal 2. The communication
terminal 2 analyzes the HTML file and requests a plurality of
image files included in the HTML file as below.

The communication terminal 2 requests an image file el by
transmitting a request GET2 to the authentication server 1.
The data communication unit 12 supplies the image file el by
transmitting a response RES2 to the communication terminal
2. The communication terminal 2 requests an image file €2 by
transmitting a request GET3 to the authentication server 1.
The data communication unit 12 supplies the image file €2 by
transmitting a response RES3 to the communication terminal
2. The communication terminal 2 requests an image file €3 by
transmitting a request GET4 to the authentication server 1.
The data communication unit 12 supplies the image file €3 by
transmitting a response RES4 to the communication terminal
2. Until the communication terminal 2 acquires all the image
files included in the HTML file, the above-described process
is repeated.

The transmission delay time measuring unit 13 measures a
time Atl that is a time until a next request GET3 is received
from the communication terminal 2 after the request GET2 is
received from the communication terminal 2 as a total of a
transmission delay time from the data communication unit 12
to the communication terminal 2 and a transmission delay
time from the communication terminal 2 to the data commu-
nication unit 12. The transmission delay time measuring unit
13 measures a time At2 thatis a time until a next request GET4
is received from the communication terminal 2 after the
request GET3 is received from the communication terminal 2
as a total of a transmission delay time from the data commu-
nication unit 12 to the communication terminal 2 and a trans-
mission delay time from the communication terminal 2 to the
data communication unit 12. Until the data communication
unit 12 supplies all the image files included in the HTML. file,
the above-described process is repeated.

Here, it is preferable that the transmission delay time mea-
suring unit 13 does not measure a time until a next GET2 is
received from the communication terminal 2 after a request
GET1 is received from the communication terminal 2. The
reason for this is that the time not only includes the transmis-
sion delay time from the data communication unit 12 to the
communication terminal 2 and the transmission delay time
from the communication terminal 2 to the data communica-
tion unit 12 but also includes an HTML file analyzing time of
the communication terminal 2.

The cellular phone 2A may include a web browser and may
not include software used for measuring a transmission delay
time, and the development of new software is not necessary.

There are cellular phones 2A that perform pipeline pro-
cessing. The pipeline processing is a process capable of
accessing a page at high speed by transmitting request signals
altogether. For example, as illustrated in FIG. 13, the com-
munication terminal 2 transmits a request GET2 that is a
request signal for the image file el, a request GET3 that is a
request signal for the image file e2, and a request GET4 that
is a request signal for the image file e3 altogether. In the case
of'the cellular phone 2 A that performs such pipeline process-
ing, the cellular phone 2A almost simultaneously transmits
the requests GET2 and GET3, and thus, a total of the trans-
mission delay times cannot be measured even by measuring a
time from the request GET2 to the request GET3. Accord-
ingly, the data communication unit 12 of the authentication
server 1 sequentially repeats the reception of one request
signal and the transmission of one data element. Then, the
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transmission delay time measuring unit 13 measures a total of
the transmission delay times by measuring a reception inter-
val of each request signal.

For example, when the requests GET2, GET3, and GET4
are received altogether, the data communication unit 12 trans-
mits a response RES2 for the request GET?2 to the communi-
cation terminal 2, and, thereafter, the data communication
unit 12 closes a TCP connection after the transmission of the
response RES2. As above, for the requests GET3 and GET4,
responses RES3 and RES4 are not transmitted. As a result,
after the response RES2 is received, the communication ter-
minal 2 retransmits the request GET3.

The transmission delay time measuring unit 13 measures a
time Atl that is a time until the retransmitted request GET3 is
received after the request GET2 out of the requests GET2,
GET3, and GET4 received altogether is received as a total of
a transmission delay time from the data communication unit
12 to the communication terminal 2 and a transmission delay
time from the communication terminal 2 to the data commu-
nication unit 12.

In order to respond to the cellular phone 2A performing
pipeline processing, the data communication unit 12 that has
received the request GET1 requesting for the top page of the
web may stop the pipeline processing of the communication
terminal 2 by transmitting the indication of not responding to
the pipeline processing to the communication terminal 2.
More specifically, the indication of the HTTP of a specifica-
tion of HTTP/1.0 or HTTP/0.9 is transmitted to the commu-
nication terminal 2. By doing so, as illustrated in FIG. 3, the
measurement of a transmission delay time in which the recep-
tion of one request signal and the transmission of one data
element are sequentially repeated can be performed.

FIG. 14 illustrates the other example of the method of
measuring a transmission delay time used in the transmission
delay time measuring unit 13. When an image file 2 is
received, the communication terminal 2 transmits a close
signal (FIN) C2 of the TCP to the authentication server 1. In
this method, an interval, which is a time until a close signal
after the transmission of a data element is received after a
request signal is received by the authentication server 1, is
measured as a transmission delay time by using the close
signal (FIN) of the TCP. For example, the transmission delay
time measuring unit 13 measures an interval until the recep-
tion of the close signal C2 from the communication terminal
2 after the reception of a request GET?2 in the authentication
server 1 as a transmission delay time Atl.

This method can be applied not to a pipeline type but to a
case where a plurality of TCP connections are set up simul-
taneously. Accordingly, transmission delay times can be
simultaneously measured in correspondence with the number
of'the plurality of connections, and downloading of an image
at high speed can be achieved. In a case where the size of the
image is large, while a close time for GET transmitted later is
delayed, and the transmission delay time is predicted to be
lengthened, the transmission delay characteristic between the
communication terminal 2 and the authentication server 1 is
included and, accordingly, can be used as processing data.

Next, the transmission delay time distribution property
determining step will be described in detail. The distribution
property of the transmission delay time is illustrated in FIGS.
4 and 5. The transmission delay time is measured over a
plurality of times, and frequencies, at which the transmission
delay times in a predetermined range are measured, are mea-
sured in the form of a histogram. The distribution property of
the transmission delay time at the time of access authentica-
tion from a wireless communication terminal is illustrated in
FIG. 4. When there is access authentication from a cellular
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phone 2A connected through a wireless network, the distri-
bution property of the transmission delay time is discrete. In
other words, peaks of frequencies appear at intervals of about
10 ms in the transmission delay time. The distribution prop-
erty of the transmission delay time at the time of access
authentication from a wired communication terminal is illus-
trated in FIG. 5. When there is access authentication from a
computer 2B connected through a wired network, the distri-
bution property of the transmission delay time is non-dis-
crete. In other words, only one peak of frequencies appears in
the transmission delay time.

In order to determine whether or not the distribution prop-
erty of the transmission delay time is discrete, the transmis-
sion delay time distribution property determining unit 14
performs a process as below. First, frequencies at transmis-
sion delay times that are separated from a mode by about
multiples of 10 ms are added. Next, the added value is divided
by a frequency at the mode, and the divided value is compared
with a predetermined threshold. When the divided value is
more than the predetermined threshold, it is determined that
peaks of the frequency appear at an interval of about 10 ms in
the transmission delay time, and it is determined that there is
access authentication from a cellular phone 2A connected
through a wireless network. When the divided value is less
than the predetermined threshold, it is determined that only
one peak of the frequency in the transmission delay time
appears, and it is determined that there has been access
authentication from a computer 2B connected through a
wired network. Here, the predetermined threshold is set such
that the accuracy of the determination is set to be high.

A method of identifying a communication terminal is illus-
trated in FIGS. 6 and 7. A total number of times of the process
of identifying a communication terminal 2 is arbitrary and is
set in accordance with the degree of identification accuracy.
First, a parameter r representing the number of times of the
process of identifying a communication terminal 2 is reset to
zero (Step S11).

A minimum value Min and a maximum value Max of the
transmission delay time are searched (Step S12). From the
minimum value Min to the maximum value Max, frequencies
are calculated with BIN width of 1 ms (Step S13). A mode
Mode0 of the transmission delay time is searched, and the
frequency at the mode Mode0 is set as C, (Step S14). The
parameter r is reset to zero (No in Step S15), and the process
proceeds to Step S16. Step S15 will be described later.

When an access from a wireless communication terminal is
authenticated, the transmission delay time is frequently a
multiple of 10 ms or is on the vicinity of a multiple of 10 ms.
Here, when the mode Mode0 is a multiple of 10 ms, the peak
of the frequency in the transmission delay time separated
from the mode Mode0 by a multiple of 10 ms may be easily
recognized, and a discrete distribution property may be easily
recognized. However, when the mode Mode0 is on the vicin-
ity of a multiple of 10 ms, it is difficult to recognize the peak
of the frequency in the transmission delay time that is sepa-
rated from the mode Mode0 by a multiple of 10 ms, and it is
difficult to recognize a discrete distribution property.

Thus, as a general rule, the unit digit of the mode Mode0 is
rounded off and is set as a new mode Mode. However, there is
a User Agent in which there are a few cases where the trans-
mission delay time is a multiple of 10 ms or is on the vicinity
of a multiple of 10 ms. The User Agent is assumed to be
company A. Thus, when the User Agent is company A, as an
exception, a mode Mode0 is set as a new mode Mode, and
when the User Agent is a company other than company A,
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according to the general rule, the unit digit of the mode
Mode0 is rounded off to be set as a new mode Mode (Step
S16).

Here, the User Agent may make a determination using an
1D of a communication terminal 2, a password, an ID unique
to a cellular phone company, a telephone number, or the like.
However, considering that it is difficult to change the ID
unique to a cellular phone company and the telephone num-
ber, it is preferable that the User Agent makes the determina-
tion using the ID unique to the cellular phone company and
the telephone number. In addition, considering that there is a
company not assigning an ID unique to the cellular phone
company, it is more preferable that the User Agent makes the
determination using the telephone number.

A highest frequency on the vicinity of the transmission
delay time separated from the mode Mode by a multiple of 10
ms is calculated, and highest frequencies for various mul-
tiples are added. The added value is divided by a frequency C,,
at the mode Mode0, and a divided value is compared with a
predetermined threshold.

When highest frequencies are added for various multiples,
the multiple n is set to one, and a total of the highest frequen-
cies is reset to zero (Step S17). For cases where the multiple
nis 1, 2,3, and 4, Steps S18 to S25 are repeated.

For T,,=Mode+10n, a highest frequency C,,, in the range
of [T,,-2, T,,+2] is calculated, and, for T_,=Mode-10n, a
highest frequency C_,, in the range of [T_, -2, T_,+2] is cal-
culated (Step S18). When the highest frequency C,, is more
than the highest frequency C_,, (Yes in Step S19), the highest
frequency C,, is set to the highest frequency C,, (Step S20).
When the highest frequency C_,, is more than the highest
frequency C,,, (No in Step S19), the highest frequency C,, is
set to the highest frequency C_, (Step S21). Then, as a general
rule, the highest frequency C,, is set as an addition target.

Even at the time of access authentication from a wired
communication terminal, when the highest frequency C,, is
more than a predetermined value, the above-described
divided value may be more than a predetermined threshold,
and there are cases where the access authentication is misi-
dentified as access authentication from a wireless communi-
cation terminal. Accordingly, when the highest frequency C,,
is more than the predetermined value, as an exception, fre-
quencies lower than the highest frequency C, are addition
targets.

Even at the time of access authentication from a wireless
communication terminal, there is a User Agent in which only
one or two peaks in the transmission delay time appear, and,
when frequencies lower than the highest frequency C,, are
addition targets, there are cases where the access authentica-
tion is misidentified as access authentication from a wired
communication terminal. The User Agent is assumed to be
company B. Thus, when the User Agent is company B, in
accordance with the general rule, the highest frequency C,, is
an addition target.

F,=C,/C, is calculated. When F,, is less than a half of a
predetermined threshold/2 (No in Step S22), in accordance
with the general rule, as a total of highest frequencies, a value
acquired by adding F,, to the current value is set (Step S25).
When F,, is more than the half of the predetermined thresh-
01d/2 (Yes in Step S22), it is determined whether it is satisfied
that the User Agent is company B, and the parameter r is zero
(hereinafter, referred to as condition X) (Step S23). In a case
where condition X is satisfied (Yes in Step S23), in accor-
dance with the general rule, as a total of highest frequencies,
avalue acquired by adding F,, to the current value is set (Step
S25). When condition X is not satisfied (No in Step S23), as
an exception, a half of the threshold/2 is set as new F,, (Step
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S24), and, as a total of highest frequencies, a value acquired
by adding new F to the current value is set (Step S25).

For cases where the multiple n is 1, 2, 3, and 4, Steps S18
to S25 are repeated, and it is determined whether or not the
total of highest frequencies is more than a predetermined
threshold (Step S26). When the total of highest frequencies is
more than the predetermined threshold (Yes in Step S26), as
the general rule, the access authentication is identified as
being from a wireless communication terminal (Step S28).
When the total of highest frequencies is less than the prede-
termined threshold (No in Step S26), as the general rule, the
access authentication is identified as being from a wired com-
munication terminal (Step S30). Here, the predetermined
threshold may be set in accordance with the User Agent.

Even at the time of access authentication from a wired
communication terminal, when the access authentication is
from a data module used for a computer 2B, a total of highest
frequencies may be more than the predetermined threshold,
and accordingly, there are cases where the access authentica-
tion is misidentified as access authentication from a wireless
communication terminal. However, while a cellular phone 2A
can use a telephone line, the data module used for a computer
2B cannot use a telephone line, and accordingly, by using this,
access authentication from a cellular phone 2A and access
authentication from the data module used for a computer 2B
can be discriminated from each other.

In other words, the data communication unit 12 performs
telephone communication with the communication terminal
2. Here, this telephone communication transmits not only
human speech data but also all the data. Then, when an
incoming call reply has been made for the telephone commu-
nication from the communication terminal 2, the content
access authentication unit 15 recognizes the communication
terminal 2 as a cellular phone 2A using a telephone line and
approves an access to contents, and, when an incoming call
reply has not been made for the telephone communication
from the communication terminal 2, the content access
authentication unit 15 recognizes the communication termi-
nal 2 as a data module of a computer 2B not using a telephone
line and denies an access to contents. Here, the authentication
server 1 may store data of telephone numbers of communi-
cation terminals 2. The incoming call reply may be returned
by the cellular phone 2A detecting user’s speech, or the
incoming call reply may be returned by the cellular phone 2A
outputting automatic speech using software installed thereto.
In addition, the cellular phone 2A may return the incoming
call reply by detecting user’s pressing of a reception button, or
the cellular phone 2A may return the incoming call reply by
transmitting a signal using software installed thereto.

When a total of the highest frequencies is more than the
predetermined threshold (Yes in Step S26), and there is an
incoming call reply for the telephone communication (Yes in
Step S27), as the general rule, the access authentication is
identified as being from a cellular phone 2A (Step S28). When
a total of the highest frequencies is more than the predeter-
mined threshold (Yes in Step S26), and there is no incoming
call reply (No in Step S27), as an exception, the access
authentication is identified as being from a data module of a
computer 2B (Step S30).

Even at the time of access authentication from a wireless
communication terminal, there are cases where a peak of
frequencies appears in a transmission delay time of several
ms or ten and several ms, and, in such cases, when the trans-
mission delay time is set as a mode Mode0, it is difficult to
recognize a discrete distribution property. Thus, a mode
Mode0 other than the mode Mode0 that has been searched
first is searched again, and re-identification is performed.
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When a total of the highest frequencies is less than the
predetermined threshold (No in Step S26), and the parameter
r is not zero (No in Step S29), as the general rule, the access
authentication is identified as being from a wired communi-
cation terminal (Step S30). When a total of the highest fre-
quencies is less than the predetermined threshold (No in Step
S26), and the parameter r is zero (Yes in Step S29), as an
exception, the process proceeds to Steps S31 and S32 so as to
perform re-identification.

In Step S31, the parameter r representing the number of
times of performing the identification process of the commu-
nication terminal 2 is set to one, and the frequency C, at the
mode Mode0, which has been searched first, is set to zero. In
Step S32, the mode Mode0 and the mode Mode are reset to
zero. After Steps S31 and S32 are performed, the process
proceeds to Steps S14 and S15. In Step S15, it is determined
whether it is satisfied that the parameter r is one, the mode
Mode0 is less than 10 ms, and the frequency C, at the mode
Mode0 is one or less (hereinafter, referred to as conditionY).
In a case where condition'Y is satisfied (Yes in Step S15), the
access authentication is identified as being from a wired com-
munication terminal (Step S30). In a case where condition Y
is not satisfied (No in Step S15), the process proceeds to Step
S16. As above, access authentication from a wireless com-
munication terminal in which a peak of frequencies appears at
a transmission delay time of several ms or ten and several ms
can be discriminated from access authentication from a wired
communication terminal.

The relation between an identification threshold and iden-
tification accuracy is illustrated in FIG. 8. The horizontal axis
represents a predetermined threshold, and the vertical axis
represents the identification accuracy. A rectangular data
point represents the identification accuracy of access authen-
tication from a computer 2B, a triangular data point repre-
sents the identification accuracy of access authentication
from a cellular phone 2A of a company other than companies
A and B, and a circular data point represents the identification
accuracy of access authentication from a cellular phone 2A of
company A. Any one of the data points is in consideration of
re-identification.

As the predetermined threshold becomes larger, it is more
difficult for a total of highest frequencies to exceed the pre-
determined threshold (No in Step S26). Accordingly, while
there are a few cases where access authentication from a
wired communication terminal is misidentified as access
authentication from a wireless communication terminal,
there are many cases where access authentication from a
wireless communication terminal is misidentified as access
authentication from a wired communication terminal.

As the predetermined threshold becomes smaller, it is
easier for a total of highest frequencies to exceed the prede-
termined threshold (Yes in Step S26). Accordingly, while
there are a few cases where access authentication from a
wireless communication terminal is misidentified as access
authentication from a wired communication terminal, there
are many cases where access authentication from a wired
communication terminal is misidentified as access authenti-
cation from a wireless communication terminal.

Thus, it is preferable that the predetermined threshold is set
to a value that is not too large and is not too small. More
specifically, in the case illustrated in FIG. 8, it is preferable
that the predetermined threshold is set to a value of about 0.4.

In this embodiment, when a total of highest frequencies is
more than the predetermined threshold, it is identified that
there is access authentication from a wireless communication
terminal, and, when a total of highest frequencies is less than
the predetermined threshold, it is identified that there is
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access authentication from a wired communication terminal.
In the other embodiment, as a total of highest frequencies is
further more than the predetermined threshold, it may be
determined that the probability of being access authentication
from a wireless communication terminal is higher, and, as the
total of highest frequencies is further less than the predeter-
mined threshold, it may be determined that the probability of
being access authentication from a wired communication
terminal is higher.

In the other embodiment, in order to further improve the
identification accuracy, identification elements such as the ID
of'a communication terminal 2, a unique ID generated within
the network of the cellular phone company, the password of
the communication terminal 2, and positional information of
the communication terminal 2 may be used in a combined
manner together with the distribution property of the trans-
mission delay time and the incoming call reply to the tele-
phone communication. By employing this embodiment,
when it is determined that access authentication from a wire-
less communication terminal is performed with a consider-
ably high probability, it may be determined that access
authentication from a wireless communication terminal is
assuredly performed in a case where a few number of identi-
fication elements is satisfied. By employing this embodiment,
when it is determined that access authentication from a wire-
less communication terminal is performed with a slightly low
probability, it may be determined that access authentication
from a wireless communication terminal is assuredly per-
formed for the first time in a case where a large number of
identification elements are satisfied.

In this embodiment, the authentication server 1 stores con-
tents in the content storing unit 11. In the other embodiment,
the authentication server 1 may not store contents, and a
content server other than the authentication server 1 may store
contents. In such a case, the data communication unit 12 may
notify the cellular phone 2A of the approval of an access to
contents and supplies the contents stored in the content server
other than the authentication server 1 to the cellular phone
2A.

In this embodiment, the cellular phone 2A or the computer
2B issues an access request and is notified whether an access
can be made. In the other embodiment, a device other than the
cellular phone 2A may issue an access request and be
approved of an access approval. However, in both this
embodiment and the other embodiment, it is not changed that
the cellular phone 2A performs access authentication. In
other words, in the other embodiment, the other device issues
an access request, the authentication server 1 issues an
authentication request to the cellular phone 2A, the cellular
phone 2A performs access authentication, and the authenti-
cation server 1 notifies the other device of an access approval
and supplies contents. Here, the authentication server 1 may
only supply contents instead of performing access approval.
In such a case, the authentication server 1 stores information
of the other device and information of the cellular phone 2A
in association with each other. In addition, the other device
may be connected through a wireless network or wired net-
work.

(Embodiment 2)

In an authentication method by an authentication server
according to this embodiment, telephone communication is
used in the content access authentication step described in
Embodiment 1. Accordingly, before the content access
authentication step, the data communication unit 12 illus-
trated in FIG. 1 performs telephone communication with the
communication terminal. Then, in the content access authen-
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tication step, the authentication server according to this
embodiment operates as below.

After the distribution property of the transmission delay
time has been determined as being discrete, the content access
authentication unit 15 approves an access to contents when
the distribution property of the transmission delay time in the
telephone communication changes. On the other hand, when
the distribution property of the transmission delay time has
been determined as being discrete, and then the distribution
property of the transmission delay time in the telephone com-
munication does not change, the content access authentica-
tion unit 15 denies an access to contents.

For example, in Step S27 illustrated in FIG. 7, instead of
determining whether or not there is an incoming call reply, it
is determined whether the distribution property of the trans-
mission delay time has been changed. In a case where the
communication terminal is a cellular phone 2A, when tele-
phone communication is performed, the transmission delay
time increases temporarily or continuously, or the communi-
cation for performing authentication is interrupted in the
communication terminal. In that case, there is a change of
increasing the distribution of a long transmission delay time
or decreasing the distribution of the transmission delay time
as a whole. On the other hand, in a case where the commu-
nication terminal is a computer 2B, although when telephone
communication is performed, the transmission delay time
does not increase temporarily or continuously, or the commu-
nication for performing authentication is not interrupted in
the communication terminal. Accordingly, by detecting a
change in the distribution property of the transmission delay
time at the time of performing telephone communication, it
can be determined whether the communication terminal 200
is a cellular phone 2A or the computer 2B. Then, in a case
where the distribution property has been changed, it is deter-
mined that the access authentication is from a cellular phone
2A (Step S28), and, in a case where the distribution property
has not been changed, the process proceeds to Step S30.

In addition, in Step S27 illustrated in FIG. 7, in addition to
the determination whether there is an incoming call reply, it
may be determined whether or not the distribution property of
the transmission delay time has been changed. In this case, in
a case where there is an incoming call reply, and the distribu-
tion property has been changed, the process proceeds to Step
S28, and, in a case where there is no incoming call reply, and
the distribution property has not been changed, the access
authentication is identified as being from a data module of a
computer 2B (Step S30). As a result, it can be determined
further more accurately whether the communication terminal
is a cellular phone 2A or a computer 2B.

(Embodiment 3)

FIG. 9 illustrates an example of a content providing system
according to Embodiment 3. When contents are supplied to a
communication terminal 200, an authentication server 103
determines whether the communication terminal 200 is a
regular smartphone or a non-regular smartphone that is pre-
tended by a computer. Then, in a case where the communi-
cation terminal 200 is a regular smartphone, the authentica-
tion server 103 supplies contents thereto, and, in a case where
the communication terminal 200 is a non-regular smartphone,
the authentication server 103 does not supply contents
thereto.

The authentication server 103 includes a content storing
unit 31, a data communication unit 32, a transmission delay
time measuring unit 33, an extraction unit 35, a distribution
property calculating unit 34, a distribution property determin-
ing unit 36, a content access authentication unit 37, and a
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phone call determining unit 38. The content storing unit 31
stores contents to be supplied to the communication terminal
200.

FIG. 2 illustrates an example of an authentication method
by the authentication server according to Embodiment 3. The
authentication method by the authentication server according
to this embodiment sequentially includes an access authenti-
cation receiving step, a distribution property determining
step, and a content access authentication step. In the access
authentication receiving step, the data communication unit 32
receives authentication for accessing contents that is per-
formed by the communication terminal 200 (reference sign
S1 illustrated in FIG. 2). In the distribution property deter-
mining step, Steps S2 to S4 are performed. In the content
access authentication step, Steps S5 to S8 are performed.

Here, the distribution property determining step will be
described.

The data communication unit 32 performs data communi-
cation with the communication terminal 200 performing
authentication used for accessing contents. The transmission
delay time measuring unit 33 measures a transmission delay
time between the data communication unit 32 and the com-
munication terminal 200 over a plurality of times (reference
sign S2 illustrated in FIG. 2). As a result, in a case where the
communication terminal 200 is a regular smartphone, as illus-
trated in FIG. 10, sharp peaks P1 to P4 appear in the trans-
mission delay time.

The extraction unit 35 accumulates transmission delay
times measured by the transmission delay time measuring
unit 33, detects transmission delay times that are peak values
of peaks P1 to P4, and extracts transmission delay times
within a predetermined range AT including the peak values.
Here, the predetermined range AT is an arbitrary range that
includes a plurality of peak values exceeding a threshold At,.
from which a peak of the transmission delay time and the
background can be separated.

Then, the distribution property calculating unit 34 accu-
mulates transmission delay times extracted by the extraction
unit 35 and calculates a distribution property of the transmis-
sion delay time. In that case, in a case where the communi-
cation terminal 200 is a regular smartphone, a discrete distri-
bution as illustrated in FIG. 4 is formed, and, in a case where
the communication terminal 200 is a non-regular smartphone,
a non-discrete distribution as illustrated in FIG. 5 is formed.

The distribution property determining unit 36 determines
whether or not the distribution property calculated by the
distribution property calculating unit 34 is discrete (reference
sign S4 illustrated in FIG. 2). As a result, it can be determined
whether the communication terminal 200 is a regular smart-
phone or a non-regular smartphone.

Hereinafter, the content access authentication step will be
described.

When the distribution property determining unit 36 has
determined distribution property as being discrete (Yes in
Step S4), the content access authentication unit 37 recognizes
the access authentication from a regular smartphone (refer-
ence sign S5 illustrated in FIG. 2) and approves an access to
contents (reference sign S6 illustrated in FIG. 2). Then, the
data communication unit 32 notifies the communication ter-
minal 200 of the approval of the access to contents and sup-
plies contents stored in the content storing unit 31 to the
communication terminal 200. Here, the data communication
unit 32 may supply only the contents stored in the content
storing unit 31 instead of the approval of the access to con-
tents to the communication terminal 200.

On the other hand, when the distribution property deter-
mining unit 36 determines the distribution property as being
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non-discrete (“No” in reference sign S4 illustrated in FIG. 2),
the content access authentication unit 37 recognizes the
access authentication as access authentication from a non-
regular smartphone (reference sign S7 illustrated in FIG. 2)
and denies the access to contents (reference sign S8 illus-
trated in FIG. 2). Then, the data communication unit 32 noti-
fies the communication terminal 200 of the denial of the
access to contents without transmitting contents stored in the
content storing unit 31 to the communication terminal 200.

It can be determined securely and accurately whether the
communication terminal 200 is a regular smartphone or a
non-regular smartphone when an access to contents of the
authentication server 103 is limited to a user using a regular
smartphone. Since the above-described determination is
made not by the communication terminal 200 but by the
authentication server 103, there is no concern that the distri-
bution property is disguised by a computer.

In this embodiment, a phone call determining step (not
illustrated in the figure) may be included. The phone call
determining step is performed between the access authenti-
cation receiving step and the distribution property determin-
ing step and simultaneously with the distribution property
determining step or between the distribution property deter-
mining step and the content access authentication step.

In the phone call determining step, a content providing
system according to this embodiment operates as below. The
data communication unit 32 performs telephone communica-
tion with the communication terminal. The phone call deter-
mining unit 38 determines whether or not the data communi-
cation unit 32 has received an incoming call reply from the
communication terminal 200. By receiving the incoming call
reply from the communication terminal 200, it can be
checked whether the communication terminal 200 is a termi-
nal having a telephone function such as a cellular phone or a
smartphone. In a case where an incoming call reply has not
been received from the communication terminal 200, it can be
checked that the communication terminal 200 is a pretended
terminal configured not to include a telephone function such
as a computer.

In a case where the phone call determining step is included,
in the content access authentication step, the content provid-
ing system according to this embodiment operates as below.

In a case where the distribution property determining unit
36 determines discreteness, and the phone call determining
unit 38 determines that an incoming call reply has been
received, the content access authentication unit 37 approves
an access to contents. Then, the data communication unit 32
notifies the communication terminal 200 of the approval of
the access to contents and supplies contents stored in the
content storing unit 31 to the communication terminal 200.

On the other hand, in a case where the distribution property
determining unit 36 determines non-discreteness, or the
phone call determining unit 38 determines that an incoming
call reply has not been received, the content access authenti-
cation unit 37 denies the access to contents. Then, the data
communication unit 32 notifies the communication terminal
200 of denial of the access to contents without transmitting
the contents stored in the content storing unit 31 to the com-
munication terminal 200.

Next, the measurement of the transmission delay time in
Step S2 will be described in detail. The data communication
unit 32 transmits an HTML file including a plurality of data
elements to the communication terminal 200 and receives
request signals requesting for data element from the commu-
nication terminal 200. By measuring reception intervals of
the request signals requesting for data elements from the
communication terminal 200, the transmission delay time
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measuring unit 33 measures a total of a transmission delay
time from the data communication unit 32 to the communi-
cation terminal 200 and a transmission delay time from the
communication terminal 200 to the data communication unit
32. Here, a data element, for example, is an image file.

FIG. 3 illustrates an example of the method of measuring a
transmission delay time in a case where the data element is an
image file.

The communication terminal 200 requests a top page of the
web by transmitting a request GET1 to the authentication
server 103. The data communication unit 32 transmits a
response RES1 to the communication terminal 200 and sup-
plies an HTML file. The communication terminal 200
requests a plurality of image files el, €2, €3, . . . included in the
HTML file by analyzing the HTML file.

The communication terminal 200 requests an image file el
by transmitting a request GET?2 to the authentication server
103. The data communication unit 32 supplies the image file
el by transmitting a response RES2 to the communication
terminal 200. The communication terminal 200 requests an
image file e2 by transmitting a request GET3 to the authen-
tication server 103. The data communication unit 32 supplies
the image file e2 by transmitting a response RES3 to the
communication terminal 200. The communication terminal
200 requests an image file e3 by transmitting a request GET4
to the authentication server 103. The data communication
unit 32 supplies the image file e3 by transmitting a response
RES4 to the communication terminal 200. The above-de-
scribed process is repeated until all the image files included in
the HTML file are acquired by the communication terminal
200.

FIG. 11 illustrates an example of the method of measuring
a transmission delay time. The transmission delay time mea-
suring unit 33 measures a time Atl that is a time until a next
request GET3 is received from the communication terminal
200 after the request GET?2 is received from the communica-
tion terminal 200 as a transmission delay time from the data
communication unit 32 to the communication terminal 200.
The transmission delay time measuring unit 33 measures a
time At2 that is a time until a next request GET4 is received
from the communication terminal 200 after the request GET3
is received from the communication terminal 200 as a trans-
mission delay time from the data communication unit 32 to
the communication terminal 200. The above-described pro-
cess is repeated until all the image files included in the HTML
file are supplied by the data communication unit 32. As a
result, transmission delay times illustrated in FIG. 10 are
acquired.

Here, the communication terminal 200 may include a web
browser and may not include software used for measuring a
transmission delay time, and the development of new soft-
ware is unnecessary.

In addition, the responding to the cellular phone 2A per-
forming the pipeline processing is as described in Embodi-
ment 1.

Next, the transmission delay time distribution property
determining step will be described in detail with reference to
FIGS. 4 and 5. The transmission delay time is measured over
a plurality of times, and frequencies, at which the transmis-
sion delay times in a predetermined range are measured, are
measured in the form of a histogram. When there is access
authentication from a communication terminal 200 con-
nected through a wireless network, as illustrated in FIG. 4, the
distribution property of the transmission delay time is dis-
crete. For example, peaks of frequencies appear at intervals of
about 10 ms in the transmission delay time. When there is
access authentication from a communication terminal 200
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connected through a wired network, which is a non-regular
smartphone, as illustrated in FIG. 5, the distribution property
of'the transmission delay time is non-discrete. In other words,
only one peak of frequencies in the transmission delay time
appears.

In order to determine whether or not the distribution prop-
erty of the transmission delay time is discrete, the distribution
property determining unit 34 performs a process as below.
First, frequencies at transmission delay times that are sepa-
rated from a mode by about multiples of 10 ms are added.
Next, the added value is divided by a frequency at the mode,
and the divided value is compared with a predetermined
threshold. When the divided value is more than the predeter-
mined threshold, it is determined that peaks of the frequency
appear at an interval of about 10 ms in the transmission delay
time, and it is determined that there is access authentication
from a smartphone connected through a wireless network.
When the divided value is less than the predetermined thresh-
old, it is determined that only one peak of the frequency in the
transmission delay time appears, and it is determined that
there is access authentication from a non-regular smartphone.
Here, the predetermined threshold is set such that the accu-
racy of the determination is set to be high.

FIGS. 6 and 7 illustrate an example of the method of
identifying a communication terminal. A total number of
times of the process of identifying a communication terminal
200 is arbitrary and is set depending on the degree of high/low
of identification accuracy. First, the parameter r representing
the number of times of the process of identifying a commu-
nication terminal 200 is reset to zero (Step S11).

A minimum value Min and a maximum value Max of the
transmission delay time are searched (Step S12). From the
minimum value Min to the maximum value Max, frequencies
are calculated with a frequency width of 1 ms (Step S13). A
mode Mode0 of the transmission delay time is searched, and
the frequency at the mode Mode0 is set as C,, (Step S14). The
parameter r is reset to zero (No in Step S15), and the process
proceeds to Step S16. Step S15 will be described later.

When an access from a regular smartphone is authenti-
cated, the transmission delay time is frequently a multiple of
10 ms or is on the vicinity of a multiple of 10 ms. Here, when
the mode Mode0 is a multiple of 10 ms, the peak of the
frequency in the transmission delay time separated from the
mode Mode0 by a multiple of 10 ms may be easily recog-
nized, and a discrete distribution property may be easily rec-
ognized. However, when the mode Mode0 is on the vicinity of
a multiple of 10 ms, it is difficult to recognize the peak of the
frequency in the transmission delay time that is separated
from the mode Mode0 by a multiple of 10 ms, and it is difficult
to recognize a discrete distribution property.

Thus, as a general rule, the unit digit of the mode Mode0 is
rounded off and is set as a new mode Mode. However, there is
a User Agent in which there are a few cases where the trans-
mission delay time is a multiple of 10 ms or is on the vicinity
of a multiple of 10 ms. The User Agent is assumed to be
company A. Thus, when the User Agent is company A, as an
exception, a mode Mode0 is set as a new mode Mode, and,
when the User Agent is a company other than company A,
according to the general rule, the unit digit of the mode
Mode0 is rounded off to be set as a new mode Mode (Step
S16).

Here, the User Agent may make a determination using an
ID of a communication terminal 200, a password, an ID
unique to a cellular phone company, a telephone number, or
the like. However, considering that it is difficult to change the
ID unique to a cellular phone company and the telephone
number, it is preferable that the User Agent makes the deter-

10

15

20

25

30

35

40

45

50

55

60

65

28

mination using the ID unique to the cellular phone company
and the telephone number. In addition, considering that there
is a company not assigning an ID unique to the cellular phone
company, it is more preferable that the User Agent makes the
determination using the telephone number.

A highest frequency on the vicinity of the transmission
delay time separated from the mode Mode by a multiple of 10
ms is calculated, and highest frequencies for various mul-
tiples are added. The added value is divided by a frequency C,,
at the mode Mode0, and a divided value is compared with a
predetermined threshold.

When highest frequencies are added for various multiples,
the multiple n is set to one, and a total of the highest frequen-
cies is reset to zero (Step S17). For cases where the multiple
nis 1, 2, 3, and 4, Steps S18 to S25 are repeated.

For T,,=Mode+10n, a highest frequency C,,, in the range
of [T,, -2, T,,+2] is calculated, and, for T_,=Mode-10n, a
highest frequency C_,, in the range of [T_, -2, T_,+2] is cal-
culated (Step S18). When the highest frequency C,,, is more
than the highest frequency C_,, (Yes in Step S19), the highest
frequency C,, is set to the highest frequency C,, (Step S20).
When the highest frequency C_,, is more than the highest
frequency C,,, (No in Step S19), the highest frequency C,, is
set to the highest frequency C_,, (Step S21). Then, as a general
rule, the highest frequency C,, is set as an addition target.

Even at the time of access authentication from a non-
regular smartphone, when the highest frequency C,, is more
than a predetermined value, the above-described divided
value may be more than a predetermined threshold, and there
are cases where the access authentication is misidentified as
access authentication from a regular smartphone. Accord-
ingly, when the highest frequency C,, is more than the prede-
termined value, as an exception, frequencies lower than the
highest frequency C,, are set as addition targets.

Even at the time of access authentication from a regular
smartphone, there is a User Agent in which only one or two
peaks of the frequencies in the transmission delay time
appear, and, when frequencies lower than the highest fre-
quency C,, are addition targets, there are cases where the
access authentication is misidentified as access authentica-
tion from a non-regular smartphone. The User Agent is
assumed to be company B. Thus, when the User Agent is
company B, in accordance with the general rule, the highest
frequency C,, is set as an addition target.

F,=C,/C, is calculated. When F,, is less than a half of a
predetermined threshold/2 (No in Step S22), in accordance
with the general rule, as a total of highest frequencies, a value
acquired by adding F,, to the current value is set (Step S25).
When F, is more than the half of the predetermined thresh-
01d/2 (Yes in Step S22), it is determined whether it is satisfied
that the User Agent is company B, and the parameterr is zero
(hereinafter, referred to as condition X) (Step S23). In a case
where condition X is satisfied (Yes in Step S23), in accor-
dance with the general rule, as a total of highest frequencies,
avalue acquired by adding F,, to the current value is set (Step
S25). When condition X is not satisfied (No in Step S23), as
an exception, a half of the predetermined threshold/2 is set as
new F,, (Step S24), and, as a total of highest frequencies, a
value acquired by adding new F, to the current value is set
(Step S25).

For cases where the multiple n is 1, 2, 3, and 4, Steps S18
to S25 are repeated, and it is determined whether or not the
total of highest frequencies is more than a predetermined
threshold (Step S26). When the total of highest frequencies is
more than the predetermined threshold (Yes in Step S26), as
the general rule, the access authentication is identified as
being from a regular smartphone (Step S28). When the total
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of highest frequencies is less than the predetermined thresh-
old (No in Step S26), as the general rule, the access authen-
tication is identified as being from a non-regular smartphone
(Step S30). Here, the predetermined threshold may be set in
accordance with the User Agent.

Even at the time of access authentication from a non-
regular smartphone, when the access authentication is from a
data module used for a computer, a total of highest frequen-
cies may be more than the predetermined threshold, and
accordingly, there are cases where the access authentication is
misidentified as access authentication from a regular smart-
phone. However, while, in a case where the communication
terminal 200 is a smartphone, a telephone line can be used, in
a case where the communication terminal 200 is a data mod-
ule used for a computer, a telephone line cannot be used, and
accordingly, by using this, access authentication from a
smartphone and access authentication from a data module
used for a computer can be discriminated from each other.

In other words, the data communication unit 32 performs
telephone communication with the communication terminal
200. Here, this telephone communication transmits not only
human speech data but also all the data including. Then, when
an incoming call reply has been made for the telephone com-
munication from the communication terminal 200, the con-
tent access authentication unit 15 recognizes the communi-
cation terminal 200 as a communication terminal 200 using a
telephone line and approves an access to contents, and, when
an incoming call reply has not been made for the telephone
communication from the communication terminal 200, the
content access authentication unit 15 recognizes the commu-
nication terminal 200 as a data module of a computer not
using a telephone line and denies an access to contents. Here,
the authentication server 103 may store data of telephone
numbers of communication terminals 200. The incoming call
reply may be returned by the communication terminal 200
detecting user’s speech, or the incoming call reply may be
returned by the communication terminal 200 outputting auto-
matic speech using software installed thereto. In addition, the
communication terminal 200 may return the incoming call
reply by detecting user’s pressing of a reception button, or the
communication terminal 200 may return the incoming call
reply by transmitting a signal using software installed thereto.

When a total of the highest frequencies is more than the
predetermined threshold (Yes in Step S26), and there is an
incoming call reply for the telephone communication (Yes in
Step S27), as the general rule, the access authentication is
identified as being from a smartphone (Step S28). When a
total of the highest frequencies is more than the predeter-
mined threshold (Yes in Step S26), and there is no incoming
call reply for the telephone communication (No in Step S27),
as an exception, the access authentication is identified as
being from a data module of a computer (Step S30).

Even at the time of access authentication from a regular
smartphone, there are cases where a peak of frequencies
appears in a transmission delay time of several ms or ten and
several ms, and, in such cases, when the transmission delay
time is set as a mode Mode0, it is difficult to recognize a
discrete distribution property. Thus, a mode Mode0 other than
the mode Mode0 that has been searched first is searched
again, and re-identification is performed.

When a total of the highest frequencies is less than the
predetermined threshold (No in Step S26), and the parameter
r is not zero (No in Step S29), as the general rule, the access
authentication is identified as being from a non-regular smart-
phone (Step S30). When a total of the highest frequencies is
less than the predetermined threshold (No in Step S26), and
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the parameter r is zero (Yes in Step S29), as an exception, the
process proceeds to Steps S31 and S32 so as to perform
re-identification.

In Step S31, the parameter r representing the number of
times of performing the identification process of the commu-
nication terminal 200 is set to one, and the frequency C, at the
mode Mode0, which has been searched first, is set to zero. In
Step S32, the mode Mode0 and the mode Mode are reset to
zero. After Steps S31 and S32 are performed, the process
proceeds to Steps S14 and S15. In Step S15, it is determined
whether it is satisfied that the parameter r is one, the mode
Mode0 is less than 10 ms, and the frequency C, at the mode
Mode0 is one or less (hereinafter, referred to as conditionY).
In a case where condition Y is satisfied (Yes in Step S15), the
access authentication is identified as being from a non-regular
smartphone (Step S30). In a case where condition Y is not
satisfied (No in Step S15), the process proceeds to Step S16.
As above, access authentication from a regular smartphone in
which a peak of frequencies appears at a transmission delay
time of several ms or ten and several ms can be discriminated
from access authentication from a non-regular smartphone.

The relation between an identification threshold and iden-
tification accuracy is illustrated in FIG. 8. The horizontal axis
represents a predetermined threshold, and the vertical axis
represents the identification accuracy. A rectangular data
point represents the identification accuracy of access authen-
tication from a computer, a triangular data point represents
the identification accuracy of access authentication from a
communication terminal 200 of a company other than com-
panies A and B, and a circular data point represents the
identification accuracy of access authentication from a com-
munication terminal 200 of company A. Any one of the data
points is in consideration of re-identification.

As the predetermined threshold becomes larger, it is more
difficult for a total of highest frequencies to exceed the pre-
determined threshold (No in Step S26). Accordingly, while
there are a few cases where access authentication from a
non-regular smartphone is misidentified as access authenti-
cation from a regular smartphone, there are many cases where
access authentication from a regular smartphone is misiden-
tified as access authentication from a non-regular smart-
phone.

As the predetermined threshold becomes smaller, it is
easier for a total of highest frequencies to exceed the prede-
termined threshold (Yes in Step S26). Accordingly, while
there are a few cases where access authentication from a
regular smartphone is misidentified as access authentication
from a non-regular smartphone, however there are many
cases where access authentication from a non-regular smart-
phone is misidentified as access authentication from a regular
smartphone.

Thus, it is preferable that the predetermined threshold is set
to a value that is not too large and is not too small. More
specifically, in the case illustrated in FIG. 8, it is preferable
that the predetermined threshold is set to a value of about 0.4.

In this embodiment, when a total of highest frequencies is
more than the predetermined threshold, it is identified that
there is access authentication from aregular smartphone, and,
when a total of highest frequencies is less than the predeter-
mined threshold, it is identified that there is access authenti-
cation from a non-regular smartphone. In the other embodi-
ment, as a total of highest frequencies is further more than the
predetermined threshold, it may be determined that the prob-
ability of being access authentication from a regular smart-
phone is higher, and, as the total of highest frequencies is
further less than the predetermined threshold, it may be deter-
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mined that the probability of being access authentication
from a non-regular smartphone is higher.

In the other embodiment, in order to further improve the
identification accuracy, identification elements such as the ID
of a communication terminal 200, a unique ID generated
within the network of the cellular phone company, the pass-
word of the communication terminal 200, and positional
information of the communication terminal 200 may be used
in a combined manner together with the distribution property
of the transmission delay time and the incoming call reply to
the telephone communication. By employing this embodi-
ment, when it is determined that access authentication from a
regular smartphone is performed with a considerably high
probability, it may be determined that access authentication
from a regular smartphone is assuredly performed in a case
where a few number of identification elements are satisfied.
By employing this embodiment, when it is determined that
access authentication from a regular smartphone is performed
with a slightly low probability, it may be determined that
access authentication from a regular smartphone is assuredly
performed for the first time in a case where a large number of
identification elements are satisfied.

In this embodiment, while an example has been described
in which the communication terminal 200 is determined as a
regular smartphone or not, the communication terminal 200
may not be a smartphone. For example, the communication
terminal may be a terminal such as a cellular phone capable of
performing data communication together with performing a
call by wireless communication.

In this embodiment, the authentication server 103 stores
contents in the content storing unit 31. In the other embodi-
ment, the authentication server 103 may not store contents,
and a content server other than the authentication server 103
may store contents. In such a case, the data communication
unit 32 may notify the communication terminal 200 of the
approval of an access to contents and supply the contents
stored in the content server other than the authentication
server 103 to the communication terminal 200.

In this embodiment, the communication terminal 200
issues an access request and is notified whether or not an
access can be made. In the other embodiment, a device other
than the communication terminal 200 may issue an access
request and be notified of an access approval. However, in
both this embodiment and the other embodiment, it is not
changed that the communication terminal 200 performs
access authentication. In other words, in the other embodi-
ment, the other device issues an access request, the authenti-
cation server 103 issues an authentication request to the com-
munication terminal 200, the communication terminal 200
performs access authentication, and the authentication server
103 notifies the other device of an access approval and sup-
plies contents. Here, the authentication server 103 may only
supply contents instead of performing access approval. In
such a case, the authentication server 103 memorizes infor-
mation of the other device and information of the communi-
cation terminal 200 in association with each other. In addi-
tion, the other device may be connected through a wireless
network or wired network.

(Embodiment 4)

FIG. 12 illustrates an example of a content providing sys-
tem according to Embodiment 4. The content providing sys-
tem according this embodiment includes an authentication
server 104 instead of the authentication server 103 illustrated
in FIG. 9. The authentication server 104 does not include the
phone call determining unit 38 and the content access authen-
tication unit 37 but includes a phone call change determining
unit 41 and a content access authentication unit 42.
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In an authentication method by the authentication server
according to this embodiment, the access authentication
receiving step, the distribution property determining step, and
the content access authentication step described in Embodi-
ment 3 are sequentially included. Between the access authen-
tication receiving step and the distribution property determin-
ing step and simultaneously with the distribution property
determining step or between the distribution property deter-
mining step and the content access authentication step, the
phone call change determining step is included.

In the phone call change determining step, the content
providing system according to this embodiment operates as
below. A data communication unit 32 performs telephone
communication with a communication terminal 200 and out-
puts an indication representing that the telephone communi-
cation has been performed to the phone call change determin-
ing unit 41. The phone call change determining unit 41
determines whether or not the distribution property of the
transmission delay time calculated by a distribution property
calculating unit 34 has been changed. Then, the phone call
change determining unit 41 compares the transmission delay
time distribution properties before and after the acquisition of
the indication representing that the telephone communication
has been performed from the data communication unit 32.
Then, the phone call change determining unit 41 determines
whether or not the distribution property of the transmission
delay time has been changed after the telephone communica-
tion of the data communication unit 32.

In a case where the communication terminal 200 is a regu-
lar smartphone, when a phone call is performed, in the com-
munication terminal 200, the transmission delay time
increases temporarily or continuously, or the communication
for performing authentication is interrupted. In that case,
there is a change of increasing the distribution of a long
transmission delay time or decreasing the distribution of the
transmission delay time as a whole. On the other hand, in a
case where the communication terminal 200 is a non-regular
smartphone, although when a phone call is performed, the
transmission delay time does not increase temporarily or
continuously, or the communication for performing authen-
tication is not interrupted in the communication terminal 200.
Accordingly, by detecting a change in the distribution prop-
erty of the transmission delay time at the time of performing
aphone call, it can be determined whether the communication
terminal 200 is a smartphone or a wired computer.

In a case where the phone call change determining step is
included, in the content access authentication step, the con-
tent providing system according to this embodiment operates
as below.

In a case where the distribution property determining unit
36 determines discreteness, and the phone call change deter-
mining unit41 determines that the distribution property ofthe
transmission delay time has been changed, the content access
authentication unit 42 approves an access to contents. Then,
the data communication unit 32 notifies the communication
terminal 200 of the approval of the access to contents and
supplies contents stored in the content storing unit 31 to the
communication terminal 200.

On the other hand, in a case where the distribution property
determining unit 36 determines non-discreteness, or the
phone call change determining unit 41 determines that the
distribution property of the transmission delay time has not
been changed, the content access authentication unit 42
denies the access to contents. Then, the data communication
unit 32 notifies the communication terminal 200 of denial of
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the access to contents without transmitting the contents stored
in the content storing unit 31 to the communication terminal
200.

In addition, immediately before or immediately after the
phone call change determining step or simultaneously there-
with, a phone call determining step may be further included.
In such a case, the authentication server 104 further includes
a phone call determining unit 38, and, in the content access
authentication step, the content providing system according
to this embodiment operates as below.

In a case where the distribution property determining unit
36 determines discreteness, the phone call change determin-
ing unit 41 determines that the distribution property of the
transmission delay time has been changed, and the phone call
determining unit 38 determines that an incoming call reply
has been received, the content access authentication unit 42
approves an access to contents. Then, the data communica-
tion unit 32 notifies the communication terminal 200 of the
approval of the access to contents and supplies contents
stored in the content storing unit 31 to the communication
terminal 200.

On the other hand, in a case where the distribution property
determining unit 36 determines non-discreteness, the phone
call change determining unit 41 determines that the distribu-
tion property of the transmission delay time has not been
changed, or the phone call determining unit 38 determines
that an incoming call reply has not been received, the content
access authentication unit 42 denies the access to contents.
Then, the data communication unit 32 notifies the communi-
cation terminal 200 of denial of the access to contents without
transmitting the contents stored in the content storing unit 31
to the communication terminal 200. As a result, it can be
determined whether the communication terminal is a smart-
phone or a computer further more accurately.

Embodiments of a second disclosure will be described with
reference to the accompanying drawings. The embodiments
described below are examples of the present disclosure, and
the present disclosure is not limited thereto. In this specifica-
tion and the drawings, like reference numerals denote like
constituent elements.

(Embodiment 5)

The configuration of an authentication server according to
Embodiment 5 is illustrated in FIG. 15. When authentication
of an access is received from a communication terminal 2, the
authentication server 1 approves the access in a case where
the communication terminal 2 is a regular cellular phone 3A,
and the authentication server 1 denies the access in a case
where the communication terminal 2 is a non-regular cellular
phone 3B identified as a pretended cellular phone 3C.

The authentication server 1 is configured by a content
storing unit 51, a data communication unit 52, an identifica-
tion (ID)/telephone number correspondence table 53, a tele-
phone communication unit 54, a transmission delay time
measuring unit 55, a transmission delay time change deter-
mining unit 56, and a content access authentication unit 57.

The content storing unit 51 stores contents. The data com-
munication unit 52 performs data communication with a
communication terminal 2 performing authentication for an
access to contents. The ID/telephone number correspondence
table 53 associates the ID of a communication terminal 2 and
a telephone number with each other. The telephone commu-
nication unit 54, when the data communication unit 52 per-
forms authentication for an access to contents using an ID
from the communication terminal 2, performs telephone
communication using a telephone number associated with the
ID in the ID/telephone number correspondence table 53.
Here, this telephone communication transmits not only
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human speech data but also all the data. In addition, a corre-
spondence table not illustrated in the figure may associate the
password of a communication terminal 2 and a telephone
number with each other. Hereinafter, a case will be described
in which the ID of a communication terminal 2 and a tele-
phone number are associated with each other.

The transmission delay time measuring unit 55 measures a
transmission delay time between the data communication
unit 52 and the communication terminal 2 over a plurality of
times. The transmission delay time change determining unit
56 determines whether there is a change in the transmission
delay time measured by the transmission delay time measur-
ing unit 55 when the telephone communication unit 54 per-
forms telephone communication, compared to when the tele-
phone communication unit 54 does not perform telephone
communication.

When the transmission delay time change determining unit
56 determines that there has been a change in the transmission
delay time, the content access authentication unit 57 deter-
mines that the communication terminal 2 is a regular cellular
phone 3A and approves the access to contents.

The ID and the telephone number of a regular cellular
phone 3A are a first ID and a first telephone number respec-
tively and are associated with each other in the [D/telephone
number correspondence table 53. In other words, data com-
munication and telephone communication are performed
between a regular cellular phone 3A and the authentication
server 1 and share a wireless communication channel.
Accordingly, when the telephone communication is per-
formed, an interrupt occurs in the data communication, and a
change occurs in the transmission delay time.

When the transmission delay time change determining unit
56 determines that there has been no change in the transmis-
sion delay time, the content access authentication unit 57
determines that the communication terminal 2 is a non-regu-
lar cellular phone 3B identified as a pretended cellular phone
3C and denies the access to contents.

The ID and the telephone number of the cellular phone 3C
are a second ID and a second telephone number respectively
and are associated with each other in the ID/telephone num-
ber correspondence table 53. Here, the non-regular cellular
phone 3B identified as a pretended cellular phone 3C can
falsify an ID but cannot falsify a telephone number. In other
words, while the data communication is performed between
the non-regular cellular phone 3B and the authentication
server 1, the telephone communication is performed between
the cellular phone 3C and the authentication server 1, and
both communications do not share a wireless communication
channel. Accordingly, even when the telephone communica-
tion is performed, an interrupt does not occur in the data
communication, and a change in the transmission delay time
does not occur.

The process of the authentication server is illustrated in
FIG. 16. In a content access authentication receiving step, the
data communication unit 52 receives authentication for an
access to contents performed by the communication terminal
2 (Step S101).

In a telephone communication performing step, while the
transmission delay time measuring unit 55 measures a trans-
mission delay time delayed with respect to the communica-
tion terminal 2 over a plurality of times (Step S102), the
telephone communication unit 54 searches the ID/telephone
number correspondence table 53 for a telephone number
associated with the ID used for the authentication for the
access to contents (Step S103) and performs telephone com-
munication using the telephone number (Step S104).
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In a transmission delay time change determining step, the
transmission delay time change determining unit 56 deter-
mines whether there is a change in the transmission delay
time measured by the transmission delay time measuring unit
55 when the telephone communication unit 54 performs tele-
phone communication, compared to when the telephone
communication unit 54 does not perform the telephone com-
munication (Step S105). The transmission delay time change
determining step will be described in detail with reference to
FIG. 18.

In a content access authentication step, when the transmis-
sion delay time change determining unit 56 determines that
there has been a change in the transmission delay time (Yes in
Step S105), the content access authentication unit 57 deter-
mines that the communication terminal 2 is a regular cellular
phone 3A (Step S106) and approves the access to contents
(Step S107). Then, the data communication unit 52 notifies
the regular cellular phone 3A of the approval of the access to
contents and supplies the contents stored in the content stor-
ing unit 51 to the regular cellular phone 3A. Here, the data
communication unit 52 may supply only the contents stored
in the content storing unit 51 to the regular cellular phone 3A
instead of the approval of the access to contents.

When the transmission delay time change determining unit
56 determines that there has been no change in the transmis-
sion delay time (No in Step S105), the content access authen-
tication unit 57 determines that the communication terminal 2
is a non-regular cellular phone 3B identified as a pretended
cellular phone 3C (Step S108) and denies the access to con-
tents (Step S109). Then, the data communication unit 52
notifies the non-regular cellular phone 3B of the denial of the
access to contents.

According to the second disclosure, it can be checked
whether or not the communication terminal performing
authentication and the communication terminal receiving
telephone communication are the same. Accordingly, when
the access to contents is limited to cellular phone user, it can
be determined securely and accurately whether or not a cel-
Iular phone user is a regular user.

Next, the telephone communication performing step will
be described in detail. A method of measuring a transmission
delay time is illustrated in FIG. 17. The communication ter-
minal 2 requests the top page of a web by transmitting a
request GET1 to the authentication server 1. The data com-
munication unit 52 supplies an HTML file by transmitting a
response RES1 to the communication terminal 2. The com-
munication terminal 2 analyzes the HTML file and requests a
plurality of image files included in the HTML file as below.

The communication terminal 2 requests animage file el by
transmitting a request GET2 to the authentication server 1.
The data communication unit 52 supplies the image file el by
transmitting a response RES2 to the communication terminal
2. The communication terminal 2 requests an image file e2 by
transmitting a request GET3 to the authentication server 1.
The data communication unit 52 supplies the image file e2 by
transmitting a response RES3 to the communication terminal
2. The communication terminal 2 requests an image file e3 by
transmitting a request GET4 to the authentication server 1.
The data communication unit 52 supplies the image file €3 by
transmitting a response RES4 to the communication terminal
2. Until the communication terminal 2 acquires all the image
files included in the HTML file, the above-described process
is repeated.

The transmission delay time measuring unit 55 measures a
time Atl that is a time until a next request GET3 is received
from the communication terminal 2 after the request GET2 is
received from the communication terminal 2 as a total of a
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transmission delay time from the data communication unit 52
to the communication terminal 2 and a transmission delay
time from the communication terminal 2 to the data commu-
nication unit 52. The transmission delay time measuring unit
55 measures a time At2 that is a time until a next request GET4
is received from the communication terminal 2 after the
request GET3 is received from the communication terminal 2
as a total of a transmission delay time from the data commu-
nication unit 52 to the communication terminal 2 and a trans-
mission delay time from the communication terminal 2 to the
data communication unit 52. Until the data communication
unit 52 supplies all the image files included in the HTML. file,
the above-described process is repeated.

Here, it is preferable that the transmission delay time mea-
suring unit 55 does not measure a time until a next request
GET?2 is received from the communication terminal 2 after a
request GET1 is received from the communication terminal
2. The reason for this is that the time not only includes the
transmission delay time from the data communication unit 52
to the communication terminal 2 and the transmission delay
time from the communication terminal 2 to the data commu-
nication unit 52 but also includes an HTML file analyzing
time of the communication terminal 2.

The regular cellular phone 3A may include a web browser
and may not include software used for measuring a transmis-
sion delay time, and the development of new software is not
necessary.

There are cellular phones 3A that perform pipeline pro-
cessing. The pipeline processing is a process capable of
accessing a page at high speed by transmitting request signals
altogether. For example, as illustrated in FIG. 20, the com-
munication terminal 2 transmits a request GET2 that is a
request signal for the image file el, a request GET3 that is a
request signal for the image file e2, and a request GET4 that
is a request signal for the image file e3 altogether. In the case
of'the cellular phone 3 A that performs such pipeline process-
ing, the cellular phone 2A almost simultaneously transmits
the requests GET2 and GET3, and thus, a total of the trans-
mission delay times may not be measured even by measuring
a time from the request GET?2 to the request GET3. Accord-
ingly, the data communication unit 52 of the authentication
server 1 sequentially repeats the reception of one request
signal and the transmission of one data element. Then, the
transmission delay time measuring unit 53 measures a total of
the transmission delay times by measuring a reception inter-
val of each request signal.

For example, when the requests GET2, GET3, and GET4
are received altogether, the data communication unit 52 trans-
mits a response RES2 for the request GET2 to the communi-
cation terminal 2, and, thereafter, the data communication
unit 52 closes a TCP connection after the transmission of the
response RES2. As above, for the requests GET3 and GET4,
responses RES3 and RES4 are not transmitted. As a result,
after the response RES2 is received, the communication ter-
minal 2 retransmits the request GET3.

The transmission delay time measuring unit 53 measures a
time Atl that is a time until the retransmitted request GET3 is
received after the request GET2 out of the requests GET2,
GET3, and GET4 received altogether is received as a total of
a transmission delay time from the data communication unit
52 to the communication terminal 2 and a transmission delay
time from the communication terminal 2 to the data commu-
nication unit 52.

In order to respond to the cellular phone 3A performing
pipeline processing, the data communication unit 52 that has
received the request GET1 requesting for the top page of the
web may stop the pipeline processing of the communication
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terminal 2 by transmitting the indication of not responding to
the pipeline processing to the communication terminal 2.
More specifically, the indication of the HTTP of a specifica-
tion of HTTP/1.0 or HTTP/0.9 is transmitted to the commu-
nication terminal 2. By doing so, as illustrated in FIG. 17, the
measurement of a transmission delay time in which the recep-
tion of one request signal and the transmission of one data
element are sequentially repeated can be performed.

FIG. 21 illustrates the other example of the method of
measuring a transmission delay time used in the transmission
delay time measuring unit 53. When an image file 2 is
received, the communication terminal 2 transmits a close
signal (FIN) C2 of the TCP to the authentication server 1. In
this method, an interval, which is a time until a close signal
after the transmission of a data element is received after a
reception signal is received by the authentication server 1, is
measured as a transmission delay time by using the close
signal (FIN) of the TCP. For example, the transmission delay
time measuring unit 53 measures an interval until the recep-
tion of the close signal C2 from the communication terminal
2 after the reception of a request GET?2 in the authentication
server 1 as a transmission delay time Atl.

This method can be applied not to a pipeline type but to a
case where a plurality of TCP connections are set up simul-
taneously. Accordingly, transmission delay times can be
simultaneously measured in correspondence with the number
of'the plurality of connections, and downloading of an image
at high speed can be achieved. In a case where the size of the
image is large, while a close time for a request GET transmit-
ted later is delayed, and the transmission delay time is pre-
dicted to be lengthened, the transmission delay characteristic
between the communication terminal 2 and the authentication
server 1 is included and, accordingly, can be used as process-
ing data.

Next, the transmission delay time change determining step
will be described in detail. The contents of changes in the
transmission delay time are illustrated in FIGS. 18 and 19. As
an example of the contents of changes in the transmission
delay time, a temporal change in the transmission delay time
at the time of access authentication from a regular cellular
phone 3A is illustrated in FIG. 18, and a temporal change in
the transmission delay time at the time of access authentica-
tion from a non-regular cellular phone 3B is illustrated in
FIG. 19.

First a first example of the temporal change in the trans-
mission delay time will be described. The transmission delay
time change determining unit 56, as illustrated in FIGS. 18
and 19, determines whether or not there is an increase in the
transmission delay time measured by the transmission delay
time measuring unit 55 when the telephone communication
unit 54 performs telephone communication from the trans-
mission delay time at a time when the telephone communi-
cation unit 54 does not perform telephone communication.

As illustrated in FIG. 18, when the transmission delay time
change determining unit 56 determines that there is an
increase in the transmission delay time, the content access
authentication unit 57 determines that the communication
terminal 2 is a regular cellular phone 3A and approves an
access to contents. After the telephone communication is
stopped, the transmission delay time is returned to the origi-
nal transmission delay time as before the telephone commu-
nication started.

As illustrated in FIG. 19, when the transmission delay time
change determining unit 56 determines that there has been no
increase in the transmission delay time, the content access
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authentication unit 57 determines that the communication
terminal 2 is a non-regular cellular phone 3B and denies the
access to contents.

Next, a second example of the temporal change in the
transmission delay time will be described. The transmission
delay time change determining unit 56 determines whether or
not a packet used for measuring the transmission delay time
has been received from the communication terminal 2 by the
data communication unit 52 when the telephone communi-
cation unit 54 performs telephone communication, compared
to when the telephone communication unit 54 does not per-
form telephone communication. Here, the packets used for
measuring the transmission delay time, for example, are
requests GET2, GET3, GET4, . . . illustrated in FIG. 17.

When the transmission delay time change determining unit
56 determines that there is no reception of the packet used for
measuring the transmission delay time, the content access
authentication unit 57 determines that the communication
terminal 2 is a regular cellular phone 3A and approves the
access to contents. After the telephone communication is
stopped, the packet used for measuring transmission delay
time may not be re-transmitted.

When the transmission delay time change determining unit
56 determines that there is reception of a packet used for
measuring the transmission delay time, the content access
authentication unit 57 determines that the communication
terminal 2 is a non-regular cellular phone 3B and denies the
access to contents.

Next, a third example of the temporal change in the trans-
mission delay time will be described. The transmission delay
time change determining unit 56 determines whether or not
there is a decrease in the transmission delay time measured by
the transmission delay time measuring unit 55 when the tele-
phone communication unit 54 performs telephone communi-
cation from the transmission delay time compared to a time
when the telephone communication unit 54 does not perform
telephone communication. Here, the reason for the possibility
of a decrease in the transmission delay time is that a regular
cellular phone 3A or a non-regular cellular phone 3B may
increase the processing capability when telephone commu-
nication interrupts data communication.

When the transmission delay time change determining unit
56 determines that there is a decrease in the transmission
delay time, the content access authentication unit 57 deter-
mines that the communication terminal 2 is a regular cellular
phone 3A and approves the access to contents. After the
telephone communication is stopped, the transmission delay
time is returned to the original transmission delay time as
before the telephone communication started.

When the transmission delay time change determining unit
56 determines that there has been no decrease in the trans-
mission delay time, the content access authentication unit 57
determines that the communication terminal 2 is a non-regu-
lar cellular phone 3B and denies the access to contents.

The content of the change in the transmission delay time
may be variously set for each regular cellular phone 3A.
When the content is set for each regular cellular phone 3A, a
storage unit of the authentication server 1, which is not illus-
trated in the figure, may store the contents of changes. When
the content is not set for each regular cellular phone 3A, the
transmission delay time change determining unit 56 may
determine whether or not there is any change.

In this embodiment, the content access authentication unit
57 determines whether or not an access to contents is
approved based on whether there is a change in the transmis-
sion delay time. In the other embodiment, the content access
authentication unit 57 determines whether an access to con-
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tents is approved based on whether there is a change in the
transmission delay time and whether or not there has been an
incoming call reply from the communication terminal 2 for
telephone communication.

In other words, in the other embodiment, when an incom-
ing call reply is made from the communication terminal 2 for
telephone communication after the transmission delay time
change determining unit 56 determines that there is a change
in the transmission delay time, the content access authentica-
tion unit 57 determines that the communication terminal 2 is
a regular cellular phone 3A and approves an access to con-
tents. In addition, when the transmission delay time change
determining unit 56 determines that there has been a change
in the transmission delay time, and there has been no incom-
ing call reply from the communication terminal 2 for the
telephone communication, the content access authentication
unit 57 determines that the communication terminal 2 is a
non-regular cellular phone 3B identified as a pretended cel-
Iular phone 3C and denies the access to contents. As a result,
it can be determined more securely and accurately whether or
not a user using a cellular phone is a regular user. Here, the
incoming call reply may be returned as the communication
terminal 2 detects a user’s voice, or the incoming call reply
may be returned as the communication terminal 2 outputs
automatic speech using software installed thereto. In addi-
tion, the incoming call reply may be returned as the commu-
nication terminal 2 detects user’s pressing a reception button,
or the incoming call reply may be returned as the communi-
cation terminal 2 transmits a signal using software installed
thereto.

In this embodiment, the authentication server 1 stores con-
tents in the content storing unit 51. In the other embodiment,
the authentication server 1 may not store contents, but a
content server other than the authentication server 1 may store
contents. In such a case, the data communication unit 52 may
notify a regular cellular phone 3A of the approval of the
access to contents and supply the contents stored in the con-
tent server other than the authentication server 1 to the regular
cellular phone 3A.

In this embodiment, the regular cellular phone 3A or the
non-regular cellular phone 3B issues an access request and is
notified whether an access can be made or not. In the other
embodiment, a device other than the regular cellular phone
3 A may issue an access request and be approved of an access
approval. However, in both this embodiment and the other
embodiment, it is not changed that the regular cellular phone
3A performs access authentication. In other words, in the
other embodiment, the other device issues an access request,
the authentication server 1 issues an authentication request to
the regular cellular phone 3A, the regular cellular phone 3A
performs access authentication, and the authentication server
1 notifies the other device of an access approval and supplies
contents. Here, the authentication server 1 may only supply
contents instead of performing access authentication. In such
a case, the authentication server 1 stores information of the
other device and information of the regular cellular phone 3A
in association with each other.

INDUSTRIAL APPLICABILITY

The first disclosure can be applied to an information com-
munication industry.

An authentication server and an authentication method by
an authentication server according to this second disclosure
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can be used when an access to contents is performed with
being limited to cellular phone’s users.

REFERENCE SIGNS LIST

1 Authentication server

2 Communication terminal

2A Cellular phone

2B Computer

11 Content storing unit

12 Data communication unit

13 Transmission delay time measuring unit

14 Transmission delay time distribution property determining
unit

15 Content access authentication unit

31 Content storing unit

32 Data communication unit

33 Transmission delay time measuring unit

34 Distribution property calculating unit

35 Extraction unit

36 Distribution property determining unit

37, 42 Content access authentication unit

38 Phone call determining unit

41 Phone call change determining unit

103, 104 Authentication server

200 Communication terminal

1 Authentication server

2 Communication terminal

3A, 3B, 3C Cellular phone

51 Content storing unit

52 Data communication unit

53 ID/telephone number correspondence table

54 Telephone communication unit

55 Transmission delay time measuring unit

56 Transmission delay time change determining unit

57 Content access authentication unit

What is claimed is:

1. An authentication server which includes a microproces-

sor and a storage memory, said server comprising:

a data communication part of the server that performs data
communication with a communication terminal per-
forming authentication for an access to contents;

a correspondence table that associates an identifier or a
password of the communication terminal with a tele-
phone number of the communication terminal;

a telephone communication part of the server that performs
telephone communication using the telephone number asso-
ciated with the identifier or the password in the correspon-
dence table when the data communication part of the server
performs authentication for an access to contents using the
identifier or the password from the communication terminal;
a transmission delay time measuring part of the server
that measures a transmission delay time between the
data communication part of the server and the com-
munication terminal over a plurality of times;
atransmission delay time change determining part ofthe
server that determines whether or not the transmission
delay time measured by the transmission delay time
measuring part of the server at a time when the tele-
phone communication part of the server performs
telephone communication has changed from the
transmission delay time at a time when the telephone
communication part of the server does not perform
the telephone communication; and
a content access authentication part of the server that
approves the access to the contents when the trans-
mission delay time is determined to have changed by
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the transmission delay time change determining part
of the server and denies the access to the contents
when the transmission delay time is determined not to
have changed by the transmission delay time change
determining part of the server;
wherein the content access authentication part of the
server determines that when there has been a change
in the transmission delay time, telephone communi-
cation and data communication are performed
between a regular terminal and the authentication
server, and the communication terminal is a regular
terminal, and
wherein the content access authentication part of the
server determines that when there has been no change
in the transmission delay time, telephone communi-
cation is performed between a regular terminal and
the authentication server, but data communication is
performed between a non-regular terminal as a pre-
tended regular terminal and the authentication server,
and the communication terminal is a non-regular ter-
minal as a pretended regular terminal.
2. The authentication server according to claim 1,
wherein the data communication part of the server trans-
mits an HTML file including a plurality of data elements
to the communication terminal and receives request sig-
nals requesting the data elements from the communica-
tion terminal, and
wherein the transmission delay time measuring part of the
server measures a total of a transmission delay time from
the data communication part of the server to the com-
munication terminal and a transmission delay time from
the communication terminal to the data communication
part of the server by measuring intervals at which the
request signals requesting the data elements are received
from the communication terminal.
3. The authentication server according to claim 2,
wherein the data communication part of the server sequen-
tially repeats reception of one of the request signals and
transmission of one of the data elements, and
wherein the transmission delay time measuring part of the
server measures the total of the transmission delay times
by measuring intervals at which the request signals are
received.
4. The authentication server according to claim 1,
wherein the data communication part of the server receives
a close signal of a connection from the communication
terminal that has received the data elements, and
wherein the transmission delay time measuring part of the
server measures a total of a transmission delay time from
the data communication part of the server to the com-
munication terminal and a transmission delay time from
the communication terminal to the data communication
part of the server by measuring a time interval until
reception of the close signal after reception of the
request signals.
5. The authentication server according to claim 1,
wherein the transmission delay time change determining
part of the server determines whether or not the trans-
mission delay time measured by the transmission delay
time measuring part of the server has increased at a time
when the telephone communication part of the server
performs telephone communication from the transmis-
sion delay time at a time when the telephone communi-
cation part of the server does not perform the telephone
communication, and
wherein the content access authentication part of the server
approves the access to the contents when the transmis-
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sion delay time change determining part of the server
determines that the transmission delay time has
increased and denies the access to the contents when the
transmission delay time change determining part of the
server determines that the transmission delay time has
not increased.

6. The authentication server according to claim 1,

wherein the transmission delay time change determining
part of the server determines whether or not the data
communication part of the server has received a packet
used for measuring the transmission delay time from the
communication terminal when the telephone communi-
cation part of the server performs telephone communi-
cation, compared to when the telephone communication
part of the server does not perform the telephone com-
munication, and

wherein the content access authentication part of the server
approves the access to the contents when the transmis-
sion delay time change determining part of the server
determines that the packet used for measuring the trans-
mission delay time has not been received and denies the
access to the contents when the transmission delay time
change determining part of the server determines that
the packet used for measuring the transmission delay
time has received.

7. The authentication server according to claim 1, wherein
the content access authentication part of the server approves
the access to the contents when the transmission delay time
change determining part of the server determines that the
transmission delay time has changed and an incoming call
reply has been made for the telephone communication from
the communication terminal and denies the access to the
contents when the transmission delay time change determin-
ing part of the server determines that the transmission delay
time has changed and an incoming call reply has not been
made from the communication terminal for the telephone
communication.

8. An authentication method by an authentication server,
the authentication method sequentially comprising:

a content access authentication receiving step for receiving
authentication for an access to contents that is performed
by a communication terminal;

a telephone communication performing step for perform-
ing telephone communication using a telephone number
associated with an identifier or a password used for the
authentication for the access to contents while a trans-
mission delay time delayed with respect to the commu-
nication terminal is measured a plurality of times;

a transmission delay time change determining step for
determining whether or not the measured transmission
delay time at a time when telephone communication is
performed has changed from the transmission delay
time at a time when the telephone communication is not
performed; and

a content access authentication step for approving the
access to the contents when the transmission delay time
is determined to have changed and denying the access to
the contents when the transmission delay time is deter-
mined not to have changed;

wherein the content access authentication step determines
that when there has been a change in the transmission
delay time, telephone communication and data commu-
nication are performed between a regular terminal and
the authentication server, and the communication termi-
nal is a regular terminal, and

wherein the content access authentication step determines
that when there has been no change in the transmission
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delay time, telephone communication is performed
between a regular terminal and the authentication server,
but data communication is performed between a non-
regular terminal as a pretended regular terminal and the
authentication server, and the communication terminal
is a non-regular terminal as a pretended regular terminal.

9. The authentication method by an authentication server
according to claim 8, wherein, in the telephone communica-
tion performing step, an HTML file including a plurality of
data elements is transmitted to the communication terminal,
request signals requesting the data elements are received from
the communication terminal, and a total of a transmission
delay time from the authentication server to the communica-
tion terminal and a transmission delay time from the commu-
nication terminal to the authentication server is measured by
measuring intervals at which the request signals requesting
the data elements are received from the communication ter-
minal.

10. The authentication method by an authentication server
according to claim 9, wherein, in the telephone communica-
tion performing step, reception of one of the request signals
and transmission of one of the data elements are sequentially
repeated, and a total of the transmission delay times is mea-
sured by measuring intervals at which the request signals are
received.

11. The authentication method by an authentication server
according to claim 8, wherein, in the telephone communica-
tion performing step, a close signal of a connection is received
from the communication terminal that has received the data
elements, and a total of a transmission delay time from the
authentication server to the communication terminal and a
transmission delay time from the communication terminal to
the authentication server is measured by measuring a time
interval until reception of the close signal after reception of
the request signals.

12. The authentication method by an authentication server
according to claim 8,
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wherein, in the transmission delay time change determin-
ing step, it is determined whether or not the measured
transmission delay time has increased at a time when the
telephone communication is performed from the trans-
mission delay time at a time when the telephone com-
munication is not performed, and
wherein, in the content access authentication step, the
access to the contents is approved when the transmission
delay time is determined to have increased and the
access to the contents is denied when the transmission
delay time is determined not to have increased.
13. The authentication method by an authentication server
according to claim 8,
wherein, in the transmission delay time change determin-
ing step, itis determined whether or not a packet used for
measuring the transmission delay time is received from
the communication terminal when telephone communi-
cation is performed, compared to when the telephone
communication is not performed, and
wherein, in the content access authentication step, the
access to the contents is approved when the packet used
for measuring the transmission delay time is determined
not to have been received and the access to the contents
is denied when the packet used for measuring the trans-
mission delay time is determined to have been received.
14. The authentication method by an authentication server
according to claim 8, wherein, in the content access authen-
tication step, the access to the contents is approved when the
transmission delay time is determined to have changed in the
transmission delay time change determining step and an
incoming call reply has been made from the communication
terminal for the telephone communication and the access to
the contents is denied when the transmission delay time is
determined to have changed in the transmission delay time
change determining step and an incoming call reply has not
been made from the communication terminal for the tele-
phone communication.
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